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Certification Programme description:
Information technologies threats in electronic economy: categorization of threats (intentional threats, unintentional threats), security policy:
formalization of information flows within organization, Information technologies security audit: organizational interview, information flow security
analysis, auditing methodology and tools, STRIDE threat model; Dealing with security threats: malicious software (malware) and computer viruses, secure
data storage, network threat protection (firewalls, NAT and PAT, Proxy Servers, IDS and IPS systems, personal firewalls); Cryptographic data protection:
use of cryptography to protect data, certification and public key infrastructure (PKI), digital signature, Secure Socket Layers (SSL) protocol, virtual
private networks (VPN), security of applications and network services
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