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EITC/TC/ISCT Information security and cryptography for telework

Certification Programme examination result: Eeeesssssssssm—— 1 /3.33%

Certification Programme description:

Data and IT security: introduction, threats; Standards and security policies: information security policy, other policies; IT Security for telework: standards
and law acts (ISO/IEC 270012008, ISO/IEC 27002:2005, Basel |, Basel Il); Secure information channel concept: classical information channel security
(symmetric and asymmetric classical cryptography), authentication; [T security tools: firewall (Windows OS firewall); Passwords management: threats,
password policy, password manager (KeePass example); Overview of 108 systems; Overview of IPS systems; One Time Password concept; Quantum
cryptography: quantum information, quantum information processing, quantum key distribution
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