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Abstract

This Technical Reference Standard specifies terminology, theoretical foundations, proto-
col families, architectures and functional requirements, technical implementations of devices
and their operative principles, security models, conformance assessments, use cases, as well as
randomness certification, statistical randomness testing, device independence and public ver-
ification schemes for entanglement-based quantum random number generators (EQRNGs),
with particular emphasis on protocols enabling public verification of randomness without dis-
closure of underlying secret random bits. The document also consolidates and generalizes the
entanglement QRNG with public randomness certification (verification) protocol originally
disclosed by Jacak et al. in a 2017 WIPO patent application (PV-EQRNG), where multipar-
tite entangled states with random correlation/anticorrelation patterns were proposed to sup-
port outsourced statistical testing under preserved secrecy. [1-5] It incorporates subsequent
theoretical developments on quantum generators of random numbers and quantum sources
of entropy, [6-10] as well as experimental implementations of publicly verifiable QRNGs and
certified entanglement-based QRNGs on photonic platforms. [11-14] The scope complements
generic random-bit, QRNG and QKD standards such as ISO/IEC 18031, the NIST SP 800-90
series, NIST SP 800-22, ETSI GS QKD 014 (contextual interoperability scope) and ITU-T
X.1702, [15-19] by focusing on protocols in which multipartite entanglement is an explicit
resource and central to functionality, including device-dependent, semi-device-independent
and device-independent realizations. In this reference standard an extended introduction and
a detailed clause structure with technically oriented synopses are provided as the basis for
a normative referencing of entanglement-based QRNGs and their conformance assessments.
In addition, the standard introduces and formalizes the notion of entanglement-level-based
reduction of computational complexity in secrecy-preserving statistical randomness verifica-
tion, showing that increasing the multipartite entanglement degree can effectively collapse
the per-bit testing overhead while maintaining the quantitative security guarantees expressed
by the standard, aligning with an insight that the multi-qubit entanglement is a key resource
underlying computational speed-ups. [20-22]
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Introduction

Background and motivation

Random numbers are a critical primitive in modern information and communication technolo-
gies. They underpin cryptographic keys and nonces, authentication tokens, secure communi-
cation protocols, privacy-preserving algorithms, randomized algorithms and simulations, dis-
tributed consensus mechanisms and many other functions.

Classical pseudo-random number generators (PRNGs) are deterministic algorithms whose
outputs appear statistically random when the internal state remains secret and the underlying
computational hardness assumptions hold. Their unpredictability is therefore computational
and can fail if an adversary obtains sufficient side information or if algorithmic weaknesses are
found.

True random number generators (TRNGs) based on physical noise sources aim at information-
theoretic unpredictability. Conventional TRNGs use classical thermal or electronic noise or
chaotic analog dynamics, with the random bit generation modelled as a stochastic process
whose parameters must be estimated, monitored and periodically revalidated. [8,9] Their se-
curity is limited by how accurately the physical model captures the device behaviour and by the
possibility of subtle side channels.

Quantum random number generators (QRNGs) exploit the intrinsic indeterminism of quan-
tum measurement. In a textbook example, a qubit prepared in a superposition

1
V2

and measured in the computational basis produces outcomes 0 and 1 with probabilities p(0) =
p(1) = % For an ideal implementation, these probabilities are irreducible given the validity of
quantum mechanics and no-signalling. Practical QRNGs must, however, contend with imperfect
state preparation, detector inefficiencies, classical noise contamination and implementation side
channels. [7,23] Modern analyses therefore quantify the extractable randomness using entropy
measures such as min-entropy H(X) and conditional min-entropy Hoo (X |E), where E models
classical or quantum side information held by an adversary. [7,24]

Over the last decade, a rich family of QRNG architectures has emerged based on single-
photon detection, vacuum fluctuations, phase noise and other microscopic entropy sources. [7—10]
In parallel, a hierarchy of trust models has been developed: device-dependent (trusted hardware
and model), semi-device-independent (partial trust, constrained by observed statistics) and fully
device-independent (DI) QRNGs, where randomness is certified from Bell inequality violations
with minimal assumptions. [24-27]

Most deployed QRNGs today are single-system and device-dependent. They can deliver
high throughput and good security in well-controlled environments but do not, by themselves,
address two important requirements:

[¥) (10) +11)) (1)

e the need for public assurance that the random numbers used in critical infrastructures are
genuinely random, without revealing the random strings themselves;



e the desire to systematically use entanglement not only as a source of entropy but as a
structural resource enabling new protocol-level properties.

Historical development and the role of the Jacak entanglement QRNG concept

Entanglement-based QRNGs (EQRNGs) form a subclass of QRNGs in which multipartite en-
tangled states provide the entropy and non-classical correlations that underpin the protocol.
The idea that entanglement can be used not only to certify but also to structure randomness
was developed in a series of works by Jacak and co-workers.

A key milestone is the 2017 WIPO patent application “Entanglement Quantum Random
Number Generator with Public Randomness Certification”, [1] which introduced a class of proto-
cols in which measurements on entangled multi-qubit states generate several classical bit strings
with rigorously linked statistical properties. One of these strings can be publicly disclosed and
subjected to intensive statistical testing, while other strings remain secret but inherit the same
randomness profile by construction. This was complemented by a preprint and later by the Sci-
entific Reports article on entangled quantum random numbers generation and certification, [2]
and formalized in the first EITCI EQRNG reference standards. [3-5]

The archetypal construction uses a three-qubit generalized Bell state

1
(WxaB) = §(|OOO>XAB +[011) x4 5 + [101) x4 5 + [110) x 4 5) 5 (2)

topologically represented as a three-linked chain. Measuring the auxiliary qubit X in the
computational basis collapses the remaining pair (A, B) into either a correlated Bell state
|®F) = (]00) + |11))/v/2 or an anticorrelated Bell state |¥F) = (]01) + [10))/v/2, each with
probability % Repeating this process generates:

e a control string A = (A;) recording if the pair at position i is correlated or anticorrelated;

e two output strings B = (B;) and C = (C;) obtained by measuring the A and B qubits in
the computational basis.

In the ideal case the relation
B; if A; =0 (correlation),
P = { 3)

B; &1 if A; =1 (anti-correlation),

holds for every position 7, so that B and C are individually uniformly random and statistically
indistinguishable, while A encodes a secret pattern of correlations. A user can keep, say, B
secret while disclosing C' to one or more Verification Centres (VCs) that run arbitrarily strong
statistical tests (NIST SP 800-22, TestUO1 and others). [2,17,28] Successful tests on C then
imply high entropy for B, without revealing its contents.

This public randomness verification under secrecy was, to the best of current knowledge, the
first explicit proposal for a QRNG protocol in which multipartite entanglement is engineered
to provide a public proof of private randomness at the bit-string level. The Jacak works also
analyzed alternative quantum mechanisms for randomness generation (e.g. quantum transitions
governed by Fermi’s golden rule) and introduced a broader framework of “quantum generators
of random numbers” combining entangled and non-entangled sources. [6]

The EITCI Quantum Standards Group subsequently published three reference standards:
one on theoretical concepts and use cases, one on protocols, processes and operative principles
for EQRNG with public randomness certification and one on testing and verification schemes
including sustaining secrecy. [3-5] These documents detailed topological models of entanglement,
generalized Bell-chain states, XOR relations among generated strings, and workflow diagrams
for public randomness testing of EQRNG.



Later experimental work by Islam et al. and Kolangatt et al. realized publicly verifiable
EQRNGs on photonic platforms. [11,12] Their implementations closely follow the Jacak protocol
structure, using polarization-entangled photon pairs, multi-qubit encodings and measurement
patterns that generate a secret random string and an associated public test string. Independent
lines of work have demonstrated certified QRNGs based on single-particle entanglement and
semi-device-independent (SDI) analyses. [13,14]

In parallel, DI QRNG schemes based on loophole-free Bell tests have improved in perfor-
mance and practicality. [24-27,29,30] While DI QRNGs typically focus on certifying public
randomness or expanding a private seed, they share with EQRNGs the central role of entangle-
ment and nonlocal correlations. The Jacak public-verification concept can therefore be seen as
an application-layer complement to DI security: it provides a protocol interface for using entan-
glement (and also DI guarantees) to certify randomness of secret strings in deployed systems.

Standardization context and objectives

General random bit and QRNG standards, such as ISO/IEC 18031, the NIST SP 800-90 series,
NIST SP 800-22, ETSI GS QKD 014 and ITU-T X.1702, [15-19] define models and requirements
for entropy sources, conditioning components, health tests, statistical testing and interfaces.
They cover classical and quantum entropy sources and provide a common basis for certification
of cryptographic modules and QRNG devices.

These documents, however, largely focus on single-system or noise-based QRNGs and do not
yet systematically address protocol structures whose functionality critically relies on multipartite
entanglement, such as public-verification EQRNGs, multi-party entanglement-assisted QRNGs
or entanglement-based DI QRNGs. The earlier EITCI reference standards addressed this gap for
one particular family of EQRNG protocols. [3-5] Building on them and on subsequent research,
there is now a need for a more general, technology-agnostic technical reference standard for
entanglement-based QRNG protocols.

This document is intended to fulfil that role, with a focus on:

e clear definitions of EQRNG-related terms and symbols;

e a taxonomy of QRNGs that highlights the distinctive features of entanglement-based pro-
tocols;

e concise but rigorous quantum-theoretical foundations relevant to EQRNGs, including
entanglement measures, entropy measures and nonlocality;

e the core principles and protocol patterns of entanglement-based QRNGs, with emphasis
on public randomness verification;

e security models and threat analyses tailored to EQRNGs and their relationship to DI and
SDI QRNG frameworks;

e high-level implementation profiles and use cases, while leaving platform-specific param-
eters and hardware requirements to complementary documents.

Structure of this document

The remainder of this Technical Reference Standard is organized as numbered clauses. The
introduction is intentionally unnumbered, so that Clause 1 follows the convention of standards
documents in designating the scope. Brief synopses are provided for each clause; detailed nor-
mative requirements and parameter ranges are developed on top of this structure.

e Clause 1 defines the scope and field of application.



e Clause 2 lists normative references.
e Clause 3 specifies terms, definitions and abbreviations.
e Clause 4 fixes mathematical symbols and notation.

e Clause 5 reviews QRNG architectures, introduces a taxonomy and recalls generic QRNG
requirements.

e (Clause 6 develops quantum-theoretical foundations relevant to EQRNGs.

e Clause 7 specifies generalized multi-qubit parity-entangled states and XOR structures for
PV-EQRNG protocols.

e (Clause 8 presents core entanglement-based QRNG principles and reference protocol families,
including public-verification schemes.

e Clause 9 formulates functional requirements for EQRNG protocols.

e Clause 10 specifies security models, threat analyses and public randomness verification con-
ditions.

e Clause 11 outlines implementation profiles and physical realizations at an abstract level.
e Clause 12 addresses randomness extraction, post-processing and statistical testing.

e Clause 13 maps EQRNG profiles to use cases and deployment patterns.

e Clause 14 sketches conformance assessment and profile definitions.

e Clause 15 summarizes future work items and possible extensions.

Throughout the document, the term “clause” is used for numbered sections (Clauses 1 and
above). When the key words “shall”, “shall not”, “should”, “may” and “can” appear in sub-
sequent normative versions of this text, they are to be interpreted as requirement, prohibition,
recommendation, permission and possibility, respectively.

1 Scope and field of application

1.1 General

This Technical Reference Standard specifies concepts, terminology, mathematical models and
protocol-level requirements for entanglement-based quantum random number generators (EQRNGs).
It is concerned with the design and analysis of protocols and functional behaviours, rather than
with detailed hardware implementation parameters.

The document focuses on entanglement-based QRNG protocols in which multipartite quan-
tum entanglement is an explicit resource and in which at least one key functionality—such as
public verification of randomness under secrecy, multi-party sharing of correlated random strings
or device-independent certification—depends essentially on the entanglement structure of the
underlying quantum state. [2-5]

This standard is intended to be used in conjunction with generic random bit generation and
QRNG standards such as ISO/IEC 18031, ISO/IEC 20543, NIST SP 800-90B, NIST SP 800-22
and ITU-T X.1702. [15-17,19,31] It does not replace those documents; rather, it provides a
specialized framework for entanglement-based protocols that can be mapped onto the entropy-
source and random-bit-generator abstraction used in those standards.



1.2 In-scope protocol classes

This standard applies to quantum random number generation protocols that satisfy all of the
following conditions:

(a) The primary entropy source is a quantum state pg of a composite system S = S15s...5,
that is entangled across at least one non-trivial partition of subsystems. [7,§]

(b) Random bits generated by local quantum measurements on one or more subsystems of S.

(c) The protocol’s security or functional guarantees (for example, public randomness verification,
multi-party correlation patterns or device-independent entropy certification) explicitly rely
on the entanglement properties of pg.

(d) The unpredictability of the resulting bit strings is justified using quantum information-
theoretic arguments (e.g. bounds on min-entropy or conditional min-entropy) as opposed to
purely classical or empirical arguments. [7,24]

Within this scope the following EQRNG protocol classes are defined:

EQRNG-1 (device-dependent EQRNG).
Protocols in which the source and measurement devices are modelled and trusted at the level
of their relevant quantum degrees of freedom. Security and entropy bounds are derived from
a device-level physical model and parameter estimation. The Jacak generalized Bell-chain
EQRNG with public randomness certification [2,4,6] is a canonical example.

EQRNG-2 (semi-device-independent EQRNG).
Protocols in which some components (for example, the source or the measurement appa-
ratus) are treated as untrusted black boxes but are constrained by partial assumptions
such as dimension bounds or observed statistics (Bell or contextuality inequalities). Ex-
amples include source-device-independent and other semi-DI QRNGs based on entangle-

ment. [13,14,30,32]
EQRNG-3 (device-independent EQRNG).

Protocols in which randomness is certified solely from observed non-local correlations (typi-
cally Bell inequality violations) under minimal assumptions such as no-signalling and secure
laboratories. Entanglement is used to produce the non-local correlations and to bound an
adversary’s information about the outputs. [24-27]

An EQRNG implementation SHALL declare the EQRNG class or classes to which it claims

conformance.

1.3 Public randomness verification use case

A principal focus of this standard is on EQRNG protocols that enable public verification of
randommness under secrecy. In such protocols:

e the device generates one or more secret random bit strings to be consumed by the user (for
example, as cryptographic keys);

e the device simultaneously generates one or more public test strings whose statistical prop-
erties are provably linked, via the entanglement structure of the underlying quantum state,
to those of the secret strings;



e public test strings are disclosed to one or more Verification Centres (VCs) which apply
prescribed statistical and/or physical tests; the results of these tests allow the VCs and
relying parties to assess the randomness quality of the secret strings without learning their
values. [2,4,11]

Protocols of this type are typically of class EQRNG-1 or EQRNG-2. General requirements
for public verification workflows are given in later clauses.
1.4 Out-of-scope items

The following items are out of scope of this Technical Reference Standard:

e classical pseudo-random number generators (PRNGs) and physical true RNGs whose en-
tropy sources are purely classical (thermal noise, chaotic oscillators, etc.) without quantum
modelling;

e QRNG protocols based solely on single-system quantum effects (superposition, vacuum fluc-
tuations) that do not use entanglement as an explicit resource, unless such protocols are
combined with entanglement-based mechanisms in a hybrid architecture;

e complete cryptographic protocols (for example QKD, secret sharing, authentication schemes)
except insofar as they define requirements for the EQRNG component or rely on its outputs;

o detailed electrical, optical or mechanical design parameters of hardware implementations;
these are expected to be covered by hardware-specific standards and by implementation
guides aligned with ITU-T X.1702, ISO/IEC 18031 and related documents. [15,19]

1.5 Conformance profiles

A conformance profile under this standard is identified by the quadruple
{EQRNG class, protocol family, entropy model, verification model},
where:

e the EQRNG class is EQRNG-1, EQRNG-2 or EQRNG-3 as defined above;

e the protocol family identifies the high-level construction, such as Bell-pair EQRNG, Ja-
cak generalized Bell-chain EQRNG, GHZ-based multiparty EQRNG, or DI Bell-test-based
EQRNG;

e the entropy model specifies how min-entropy or conditional min-entropy is bounded from
observed data and physical assumptions;

e the verification model specifies whether and how public or internal tests are used (e.g. purely
internal health tests, public-release statistical tests, or Bell-test-based certification).

An EQRNG implementation claiming conformance to this standard SHALL declare at least
one conformance profile and SHALL satisfy all requirements associated with that profile in the
relevant clauses of this document.

2 Normative references

The following referenced documents are indispensable for the application of this Technical Ref-
erence Standard. For dated references, only the edition cited applies. For undated references,
the latest edition of the referenced document (including any amendments) applies.
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2.1 General RNG and QRNG standards

ISO/IEC 18031, Information technology — Security techniques — Random bit generation. [15]

ISO/IEC 20543, Information technology — Security techniques — Test and analysis methods
for random bit generators within ISO/IEC 19790 and ISO/IEC 15408. [31]

NIST Special Publication 800-90B, Recommendation for the Entropy Sources Used for Ran-
dom Bit Generation. [16]

NIST Special Publication 800-22 Revision la, A Statistical Test Suite for Random and Pseu-
dorandom Number Generators for Cryptographic Applications. [17]

ITU-T Recommendation X.1702, Quantum mnoise random number gemerator architecture,
specifying architectural and security requirements for quantum entropy sources. [19]

Telecommunication Engineering Centre GR/QS-91020, Quantum Random Number Genera-
tor (QRNG) — Generic Requirements, specifying generic requirements for QRNG components
in Indian telecommunications infrastructure. [33]

These documents define the general framework for entropy sources, random bit generators,

conditioning components, statistical testing and conformance, within which EQRNG implemen-
tations SHALL be analysed.

2.2 Existing EQRNG reference standards and patents

RS-EITCI-QSG-EQRNG-THEORY-STD-VER-1.0, Reference Standard for the Entangled
Quantum Random Number Generator with the Public Randomness Certification — Theoret-
ical Concepts (Definitions, True Randomness, Use Cases). [3]

RS-EITCI-QSG-EQRNG-PROTOCOLS-STD-VER-1.0, Reference Standard for the En-
tangled Quantum Random Number Generator with the Public Randomness Certification —
Protocols, Processes, Devices and Operative Principles. [4]

RS-EITCI-QSG-EQRNG-TESTING-STD-VER-1.0, Reference Standard for the Entangled
Quantum Random Number Generator with the Public Randomness Certification — Testing
and Verification Schemes including Sustaining Secrecy. [5]

WIPO Patent W02019132679, Entanglement Quantum Random Number Generator with
Public Randomness Certification. [1]

These documents define the original Jacak entanglement-based QRNG with public random-

ness certification and are normative for the definition of the Jacak generalized Bell-chain protocol
family in this standard.

2.3 Core entanglement-based QRNG scientific references

Jacak et al., Entangled quantum random numbers generation and certification. [2]

Jézwiak et al., New concepts and construction of quantum random number generators. [10]
Jacak et al., Quantum generators of random numbers. [6]

Islam et al., A privacy-preserving publicly verifiable quantum random number generator. [11]

Kolangatt et al., Publicly verifiable quantum random-number generator with a four-qubit
photonic system. [12]
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e Mazzucchi et al., Entropy certification of a realistic quantum random-number generator based
on single-particle entanglement. [13]

e Leone et al., Certified quantum random-number generator based on single-photon entangle-
ment. [14]

These references are normative for the physical and information-theoretic definitions of the
EQRNG protocol families and entropy models used in this document.

2.4 QRNG review and framework literature

e Ma et al., Quantum random number generation. [7|
e Herrero-Collantes and Garcia-Escartin, Quantum random number generators. [8]
e Mannalatha et al., A comprehensive review of quantum random number generators. [9]

e Jacak et al., New concepts and construction of quantum random number generators. [10]

These documents provide the general conceptual background and taxonomy for QRNGs and
are referenced for classification and terminology.

2.5 Device-independent and semi-device-independent QRNG
e Pironio et al., Random numbers certified by Bell’s theorem. [24]
e Liu et al., Device-independent quantum random-number generation. [25]
e Marangon et al., Source-device-independent quantum random number generation. [32]
e Shalm et al., Device-independent randomness expansion with entangled photons. [26]

e Zhang et al., A simple low-latency real-time certifiable quantum random number generator.
[29]

e Avesani et al., Source-device-independent heterodyne-based quantum random number gener-
ator at 17 Gbps. [30]

e Kavuri et al., Traceable random numbers from a non-local quantum advantage. [27]

These references are normative for the device-independent and semi-device-independent se-
curity models used in this standard.

3 Terms, definitions and abbreviations

3.1 Verbal forms for requirements

The key words “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “MAY” and “NEED
NOT” in this document are to be interpreted in accordance with common technical-standard
practice:

e SHALL indicates a requirement strictly to be followed in order to conform to the standard.
e SHALL NOT indicates a prohibition.

e SHOULD indicates a recommended course of action; there may exist valid reasons in par-
ticular circumstances to ignore a SHOULD recommendation, but the full implications must
be understood and carefully weighed.
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e MAY indicates a permitted course of action.

e NEED NOT indicates something that is truly optional.

3.2 Terms

Unless otherwise stated, terms defined in ISO/IEC 18031, ISO/IEC 20543, NIST SP 800-90B
and NIST SP 800-22 apply. [15-17,31] The following terms are specific to this standard or refine
existing definitions.

3.2.1 Random bit generator (RBG)

A random bit generator is a system, algorithm or device that outputs sequences of bits intended
to be statistically indistinguishable from ideal random sequences. In this standard the term is
used in the sense of ISO/IEC 18031 and NIST SP 800-90B. [15, 16]

3.2.2 Quantum random number generator (QRNG)

A quantum random number generator (QRNG) is an RBG whose entropy source is a quantum
physical process and whose unpredictability is justified using a quantum-theoretical model of
that process. [7,8]

3.2.3 Entanglement-based quantum random number generator (EQRNG)

An entanglement-based quantum random number generator (EQRNG) is a QRNG that satisfies
all of the following;:

(a) the primary entropy source is the measurement of multipartite entangled quantum states;

(b) the protocol’s security or functionality relies on entanglement properties such as non-classical
correlations, monogamy of entanglement or Bell inequality violations;

(c) the role of entanglement is explicitly specified in the description of the protocol and its
security model. [2, 3]

3.2.4 Public randomness verification

Public randomness verification is a process in which an entity called a Verification Centre (VC)
receives one or more bit strings generated by an EQRNG and performs specified statistical
and/or physical tests to assess their randomness, while at least one other bit string generated
by the same protocol instance remains secret. The EQRNG protocol ensures that successful
tests on the public string(s) imply lower bounds on the entropy of the secret string(s) without
revealing their specific values. [2,4,11]

3.2.5 Device-dependent, semi-device-independent and device-independent EQRNG

Device-dependent EQRNG.
An EQRNG in which the internal components (sources, channels, detectors) are modelled
and trusted; security analysis is carried out within this device model. [7,9]

Semi-device-independent EQRNG.
An EQRNG in which some components are treated as black boxes but constrained by
partial assumptions (for example, bounded dimension or bounded energy). Security bounds
are derived from these constraints and measured statistics. [13,30,32]
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Device-independent EQRNG.
An EQRNG in which randomness is certified solely from observed non-local correlations
(e.g. Bell inequality violations) under minimal assumptions such as no-signalling and secure
measurement settings. [24-26]

3.2.6 Raw random string

A raw random string is a bit string obtained directly from the digitized output of the quantum
measurement processes of an EQRNG, prior to any classical post-processing such as debiasing,
compression or privacy amplification.

3.2.7 Extracted random string

An extracted random string is a bit string obtained from one or more raw random strings by a
randomness extractor or conditioning component, with the aim of producing bits that are close
to uniformly distributed and independent of any side information. [7,16]

3.2.8 Min-entropy and conditional min-entropy
For a discrete random variable X with distribution px (z), the min-entropy is
Hoo(X) = — logy max py (z).

For a classical-quantum state pxpg describing side information E held by an adversary, the
conditional min-entropy Ho.(X|FE) quantifies the adversary’s optimal guessing probability of X
and is the primary entropy measure used in this standard for security statements. [7,24]

3.2.9 Verification Centre (VC)

A Verification Centre (VC) is a logical entity—which may be a laboratory, regulatory body,
audit organisation or distributed protocol— that performs public randomness verification by
applying specified tests to public output strings and reporting the results. A VC is not assumed
to be trusted with respect to the secrecy of private bit strings but is assumed to follow the
prescribed test procedures honestly.

3.3 Abbreviations

The following abbreviations are used:

DI device-independent
EQRNG entanglement-based quantum random number generator
QRNG quantum random number generator

PRNG pseudo-random number generator

RBG random bit generator

SDI semi-device-independent (including source-device-independent,)
VC Verification Centre

GHZ Greenberger-Horne—Zeilinger (state)

POVM  positive-operator valued measure

QKD quantum key distribution

4 Symbols and notation

This clause defines the mathematical symbols and quantum-information notation used through-
out the standard. All EQRNG protocol descriptions and security claims in this document
SHALL be interpretable within this notation.
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4.1 Quantum states and operators

e H denotes a finite-dimensional complex Hilbert space. Qubit systems correspond to H =2 C2.

|1)) € ‘H denotes a (column) unit vector representing a pure state. The corresponding bra is
(Wl =19)".
|1) (1| denotes the rank-one projector [1) (1.

For subsystems A, B, ..., the composite Hilbert space is Hap = HA®@Hp. States on multiple
subsystems are denoted, for example, by 1) 45 or pap.

A density operator (or density matrix) p is a positive semidefinite operator on H with
Tr(p) = 1. Mixed states and statistical ensembles are represented by density operators.

For a bipartite state pap, the reduced state on subsystem A is pgs = Trp pap, where Trp
denotes the partial trace over B.

o [; denotes the d x d identity operator; I denotes the identity when the dimension is clear.

4.2 Standard entangled states
The following standard entangled states are used:

e Two-qubit Bell states:

‘¢§B> = %(‘OO>AB £ (1) 4p), (4)
ig) = %(|01>AB +1(10) 4) (5)

n-qubit GHZ state:

[Wanz) = L (0" + [1)°").

n-qubit W state:
Wa) = 75 210V 7D 110},
j=1

Three-qubit “three-link chain” state used in the Jacak EQRNG:

[Wxap) = 5(|000) x ap + [011) x o5 + [101) x4 5 + [110) x 4 ),
where X is an auxiliary qubit and A, B are output qubits. [2, 3]

Generalized state used for EQRNG, for an arbitrary number of qubits n, can be expressed
in the following simplified forms [10]

’\Pgl...an/> - erlazlo |ZU2 n—1 &® ‘@,L 122 z>7 (6)

/

’\Ijgl--.ﬁn/ Z 6153210 ’$2 n—1 ® ‘@Z 1 ) 2 @ 1> (7)

> vn' +1
where x5 is the binary and z1¢ is the decimal representation of x, x9; is the i-th bit of x»,
lz2), 1 = |721) ® ... ® |r25-1), and n/ = 2771 — 1, @?;111'271' and @?:_1133271- @ 1 calculates
bitwise parity and the negation of bitwise parity of xo accordingly. The phases ag and [y
can be chosen as zero due to the global phase invariance of the quantum wavefunction.

Where relevant, topological interpretations of multipartite entanglement (Borromean rings,
linked chains) follow the conventions in the EITCI EQRNG theory standard and in Jacak et
al. [2,3]
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4.3 Measurements

A projective measurement is specified by a family of orthogonal projectors {P,} satisfying
Y. Pr = 1. Measuring p with {P,} yields outcome z with probability p(z) = Tr(pPy).

A general quantum measurement (POVM) is specified by positive operators {M,} with
> . M, =1. The outcome probabilities are p(z) = Tr(pM,).

Classical outcomes of measurements are denoted by capital letters X, A, B, C, ... when treat-
ing them as random variables, and by lowercase x,a, b, c, ... for particular realisations.

4.4 Entropy and information measures

For a discrete random variable X with distribution px(z), the Shannon entropy is H(X) =
— 2o Px(x)logy px ().

The min-entropy is Hoo(X) = — logy max, px ().
For a density operator p, the von Neumann entropy is S(p) = — Tr(plogs p).

For a classical-quantum state px g modelling side information F, the conditional min-entropy
H(X|E) is defined as in standard quantum information theory and is used to quantify
secure randomness against an adversary with system E. [7,24]

4.5 Random variables, bit strings and operations

5

Random variables are denoted by uppercase letters (X, A, B,C,...); specific outcomes are
denoted by lowercase letters (x,a,b,c,...).

Bit strings of length n are denoted by bold symbols @ = (x1,...,2,) € {0,1}"™.

The bitwise XOR (exclusive OR) operation is denoted by . For bits u,v € {0,1}, u @ v is
1if u # v and 0 otherwise. XOR on bit strings is applied component-wise.

The index i is typically used to label successive uses (rounds) of a protocol. For example,
A; denotes the i-th value in a control sequence, and B; the corresponding bit in an output
sequence. The total number of rounds is denoted N.

QRNG architectures, taxonomy and general requirements

This clause provides an overview of quantum random number generator architectures and a tax-
onomy of QRNG types, and states general requirements that all QRNGs, including entanglement-
based QRNGs, SHALL satisfy. It situates entanglement-based approaches within the broader
QRNG landscape and links the present standard to existing RNG and QRNG standards. [7-10]

5.1 Overview of physical QRNG architectures
5.1.1 Discrete-variable (DV) QRNGs

DV QRNGs employ individual quantum events that produce discrete outcomes, typically de-
tected by single-photon or single-particle detectors. Examples include:

beam-splitter QRNGs where a single photon randomly exits one of two output ports;

time-of-arrival QRNGs where detection times are discretised into bins;
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e path or polarization encoding QRNGs based on single qubits in balanced superposition
states. [7, 8]

Such QRNGs usually operate in a device-dependent model, with entropy analysis based on
models of the photon source, optical losses and detector imperfections.
5.1.2 Continuous-variable (CV) QRNGs

CV QRNGs measure continuous observables, typically:

o vacuum fluctuations or phase noise of an optical field measured by homodyne or heterodyne
detection;

e amplified spontaneous emission noise;

e clectronic quantum shot noise in suitably designed circuits. [7, 8]

The raw outcome is a real-valued random variable, which is digitised and processed by a
conditioning component. ITU-T X.1702 [19] and NIST SP 800-90B [16] provide architectural
and statistical requirements for such QRNGs.

5.1.3 Entanglement-based QRNGs

Entanglement-based QRNGs use multipartite entangled states as the entropy source. Key ex-
amples include:

e Bell-pair QRNGs in which a source emits Bell states and one or both qubits are measured
to generate random bits; [§]

e GHZ-based schemes in which multiple parties share an n-qubit GHZ state and obtain cor-
related random bits by local measurements; [2]

e Jacak-type generalized Bell-chain schemes in which an (n 4 1)-qubit entangled state yields
one or more control strings and several output strings with linked correlation/anticorrelation
patterns, enabling public randomness verification; [2-5]

e DI and SDI QRNGs in which entanglement is used to produce Bell-inequality violations or
other non-classical correlations, from which certified randomness is derived. [24-27,30, 32]

Entanglement-based architectures are central to this standard.

5.2 Taxonomy by trust model and functionality

Following Ma et al., Herrero-Collantes et al., Mannalatha et al. and Jacak et al., [7-10] QRNGs
can be classified along the following axes.

5.2.1 Trust model

Device-dependent (trusted device).
The internal components of the QRNG are modelled and trusted. Entropy estimation uses
detailed physical models and calibration measurements.

Semi-device-independent.
Only partial trust is assumed. For example, in source-device-independent QRNGs the de-
tectors are trusted but the source is uncharacterised; in other variants the dimension of the
Hilbert space is bounded while details remain unknown. [13,30, 32]
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Device-independent.
Randomness is certified solely from observed correlations, usually via loophole-free Bell tests.
No detailed model of the devices is needed beyond basic assumptions (secure laboratories
and random, independent measurement choices). [24-26]

EQRNG protocols may belong to any of these categories; the Jacak Bell-chain schemes, for
example, are naturally device-dependent but can be combined with DI tests. [2,11,27]

5.2.2 Functional properties
QRNGs can also be classified by their functional role:

e secret randomness generators producing internal keys;
e public randomness beacons publishing random values for external use;

e public-verification QRNGs supporting public testing of randomness quality while keeping
certain strings secret;

o multi-party EQRNGSs distributing correlated or identical random strings across several par-
ties. [2,6, 11]

This standard primarily targets the latter three categories when entanglement is the enabling
resource.

5.3 Relationship to existing standards

Generic RNG and QRNG standards, such as ISO/IEC 18031, ISO/IEC 20543, NIST SP 800-
90B, NIST SP 800-22, ITU-T X.1702 and TEC GR/QS-91020, define requirements for entropy
sources, statistical models, health tests, interfaces and environmental robustness. [15-17,19, 31,
33]

e ISO/IEC 18031 and ISO/IEC 20543 define general concepts of entropy sources and random
bit generators, and specify test and analysis methods that apply equally to classical and
quantum sources. [15,31]

o NIST SP 800-90B specifies how entropy sources are to be modelled and validated, including
start-up and online health tests, estimator design and documentation. [16]

e NIST SP 800-22 and TestUO1 [28] provide baseline statistical test suites for assessing ran-
domness quality empirically. [17]

e ITU-T X.1702 focuses on quantum-noise-based QRNG architectures (especially optical vacuum-

noise QRNGs), specifying component-level requirements for such devices. [19]

e TEC GR/QS-91020 specifies generic requirements for QRNG components in Indian telecom-
munications networks, including interface, reliability and security requirements. [33]

5.4 QKD and key delivery interface specifications

e ETSI GS QKD 014, Quantum Key Distribution (QKD); Protocol and Data Format of REST-
Based Key Delivery API. [18]
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EQRNG implementations intended for deployment in contexts where any of the above stan-
dards apply SHALL be designed so that the entanglement-based entropy source and protocol
can be mapped onto the entropy-source and random-bit-generator abstractions used in those
standards, and SHALL meet the applicable requirements of those standards in addition to the
conceptual and protocol-level requirements in this document.

In the broader quantum communication ecosystem, ETSI GS QKD 014 specifies a REST-
based key delivery API between QKD key management entities and consuming applications.
[18] That document does not define QRNG requirements or architectures; instead it assumes
that cryptographic keys delivered over the API originate from secure key generation mecha-
nisms (which MAY include QKD, EQRNGs or other compliant entropy sources). Implementers
of EQRNG devices intended for integration with QKD infrastructures SHOULD ensure that
their output key formats and metadata can be conveyed over interfaces compatible with ETSI
GS QKD 014, but conformance to that specification is not a prerequisite for conformance to the
present EQRNG Technical Reference Standard.

5.5 General QRNG requirements

The following high-level requirements apply to all QRNGs covered by this standard, including
EQRNGs. More detailed requirements may be specified in application-specific standards.

5.4.1 Entropy and unpredictability

e A QRNG SHALL be accompanied by a documented entropy model that specifies, with
clearly stated assumptions, a lower bound on the min-entropy per output bit (or per output
symbol) of the raw source. [7,16]

e For QRNGs intended for cryptographic applications, the manufacturer or designer SHALL
state a target conditional min-entropy per output bit hiarget (typically close to one bit per
output bit) and SHALL justify this target via analysis and empirical evidence.

e Any randomness extraction or conditioning component SHALL be designed so that the
extracted output can be proven, under the entropy model, to be close to uniformly distributed
and independent of an adversary’s side information. [7, 16]

5.4.2 Health tests and monitoring

e A QRNG SHALL implement start-up and continuous health tests suitable for detecting
catastrophic failures and significant deviations from the assumed source model, in line with
ISO/TEC 20543 and NIST SP 800-90B. [16,31]

e Health tests SHOULD include simple statistical checks (such as monobit and run-length
tests) on short blocks and, where appropriate, tests tailored to the specific physical imple-
mentation (for example, monitoring count rates or visibility of interference fringes).

e On detection of a failure or out-of-range parameter, the QRNG SHALL enter a defined safe
state (for example, halting output or signalling an alarm) until the condition is cleared.

5.4.3 Documentation

A QRNG conforming to this standard SHALL provide documentation including at least:

e a description of the physical entropy source and, for EQRNGs, of the entanglement structure
and measurement scheme;

e the entropy model, including assumptions on adversaries and side information;
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e a description of randomness extraction and post-processing;
e the list of internal health tests and their parameters;

e guidance on intended applications and relevant conformance profiles.

5.6 Additional requirements specific to entanglement-based QRNGs
In addition to the general QRNG requirements above, EQRNGs SHALL satisfy the following:

e The entanglement resource (e.g. Bell pairs, GHZ states, Jacak generalized Bell-chain states)
SHALL be specified, including the ideal target state and relevant observables for character-
ising entanglement. [2, 3]

e The implementation SHALL include methods for quantifying the degree of entanglement or
non-classical correlation, such as visibility measurements, entanglement witnesses or, where
feasible, Bell inequality tests. [13,14,24]

e For protocols with public randomness verification, the mapping between secret and public
output strings and any auxiliary control strings SHALL be explicitly specified, and the
conditions under which successful tests on public strings imply bounds on the entropy of
secret strings SHALL be documented. [2,4,11]

o If an EQRNG claims device-independent or semi-device-independent security, the relevant
assumptions (e.g. dimensionality, trusted randomness of measurement choices, isolation of
laboratories) SHALL be stated, and the entropy analysis SHALL be consistent with the
DI/SDI references cited in Clause 2. [24-26, 30, 32]

These requirements ensure that entanglement-based QRNGs are treated as proper entropy
sources in the sense of general RNG standards, while preserving the specific advantages and use
cases of entanglement-based protocols.

6 Quantum-theoretical foundations for entanglement-based QRNGs

This clause specifies the quantum-theoretical framework that SHALL be used throughout this
Technical Reference Standard to model, analyse and specify entanglement-based quantum ran-
dom number generator (EQRNG) protocols. The notation and concepts introduced here are
consistent with standard quantum information theory [34,35] and with state-of-the-art QRNG
reviews [7—10], and they SHALL be used by subsequent clauses when formulating functional and
security requirements.

6.1 Quantum systems, states and measurements
6.1.1 Finite-dimensional systems

Unless explicitly stated otherwise, systems considered in this standard are finite-dimensional. A
single qubit is described by a two-dimensional Hilbert space H = C? with computational basis
{10),11)}. An n-qubit register is described by H®" with basis {|z1) @ - ® |zy,) : 2 € {0,1}}.

e A pure state is represented by a unit vector |¢) € H, identified up to a global phase.
e A mized state is described by a density operator p € B(H) satisfying p > 0 and Trp = 1.

For composite systems AB, the joint state space is H4 ® Hp with density operator pap.
The reduced state on subsystem A is pg = Trp pap, where Trp denotes the partial trace.

An EQRNG protocol MAY use qudits (systems with local dimension d > 2) rather than
qubits. In such cases, the above definitions generalise with H# = C? and computational basis

{10y,...,]d—=1)}.
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6.1.2 Measurements and instruments

A general quantum measurement on a system with state p is modelled by a positive operator
valued measure (POVM) {M,}, with M, > 0 and ) M, = I. When outcome z is observed,
the probability of obtaining x and the post-measurement state are

mwm

p(z) ®)

p(z) = Tr(pMs),  pp =
In this standard, unless otherwise specified, measurements SHALL be assumed projective
(PVM) in a fixed orthonormal basis. For qubits, the computational basis measurement is defined
by projectors Py = |0)(0|, P1 = |1)(1]. For an n-qubit register, the measurement in the compu-
tational basis is the tensor product of the single-qubit measurements, with classical output bit
string & € {0,1}".
The association of quantum measurement outcomes with classical random variables is as
follows.

e FEach measurement outcome z is identified with a value of a discrete random variable X
distributed according to p(z).

e A sequence of N measurements, possibly on correlated or entangled states, gives rise to a
random vector X = (X1,...,Xx) whose joint distribution MAY exhibit correlations.

The randomness extracted by an EQRNG SHALL be analysed in this classical probabilistic
representation, taking into account that the underlying state and measurement structure is
quantum.

6.2 Entanglement and reduced mixedness
6.2.1 Definition of entanglement

A bipartite state pap is called separable if it can be written as a convex combination of product
states,

pAB =) P el p>o > pi=1. 9)
r ,
Otherwise, pap is entangled [35]. For multipartite systems, entanglement is defined with re-
spect to partitions of the subsystems; various notions of genuine multipartite entanglement are
distinguished in the literature.
Pure two-qubit entangled states of central relevance to EQRNGs include the Bell states

|9%p) = 75 (100) 45 £ [11) 1), (10)
[ Wlip) = ﬁ(ml)AB +(10) 45), (11)
and three-qubit GHZ- and W-type states,

|GHZ3) = —=(/000) + [111)), (12)

|W3) = ﬁ(\oon +1010) + |100)). (13)

- S

6.2.2 Maximal mixedness of reduced states

For a pure bipartite entangled state |V 45), the reduced state on subsystem A is

pa=Trp|Vap)(Yap|. (14)
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If |¥ 4p5) is maximally entangled, then p4 and pp are maximally mixed:

pA=pB = gId» (15)

where d is the local Hilbert space dimension. For Bell states one has d = 2, so p4 = pp = %IQ
and the von Neumann entropies S(pa) = S(pp) = 1 bit. Consequently, projective measurements
in any basis produce locally uniform random outcomes.

EQRNG protocols SHALL leverage this property: randomness is generated by measurement
of subsystems whose reduced states are (ideally) close to maximally mixed as a result of en-
tanglement. Where applicable, implementations SHALL provide evidence (e.g. via tomography,
entanglement witnesses or Bell tests) that reduced states of output subsystems are close to
maximally mixed, within specified tolerances.

6.2.3 Multipartite entanglement patterns relevant to EQRNGs

Following Jacak et al. and the EITCI standards, three canonical multipartite entanglement
patterns are distinguished for three qubits A, B,C' [2,3,6]:

e GHZ-type entanglement, represented by |GHZ3), where measurement of any one qubit
projects the remaining pair into a product state. This pattern is suited to multi-party key
agreement, but less suited to generating pairs of unrelated random strings.

e W-type entanglement, represented by |WW3), which is more robust under particle loss
but whose measurement statistics are biased and asymmetric. W-type states are therefore
generally unsuitable as primary entropy sources for high-quality QRNGs without addi-
tional processing.

e Three-link-chain entanglement, represented by the state

1
|WxaB) = 5(’000>XAB +1011) x 45 + [101) x4 + [110) x 4 3). (16)

in which measurement of the auxiliary qubit X in the computational basis projects the
remaining pair (A, B) into one of two maximally entangled Bell states:

0)x = |®4p), 1) x = |¥ip)- (17)

This pattern underlies the Jacak EQRNG random correlation generator and SHALL be
considered a reference entanglement structure for EQRNGs with public randomness veri-
fication.

The Jacak Scientific Reports paper and the associated patent further generalise Eq. (16) to
(n + 1)-qubit chain-like entangled states in which one or more auxiliary qubits randomly select
between families of correlation/anticorrelation patterns on n output qubits. These patterns are
realised by sequences of Hadamard and controlled-NOT (CNOT) gates, and are topologically
represented by linked rings and braid diagrams in the EITCI standards [1-4].
6.3 Randomness, entropy and adversarial side information

6.3.1 Classical and quantum entropies

For a classical discrete random variable X with distribution p(z), Shannon entropy and min-
entropy are defined as

Zp z)logy p(x (18)

Hoo(X) = - 10g2 max p(z). (19)
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Quantum mechanically, a state’s uncertainty is quantified by the von Neumann entropy

S(p) = —Tr(plogy p). (20)

For a bipartite pure state |¥4p), the entanglement entropy S(Trp |¥ap)(¥ap|) equals the
entropy of either subsystem and measures the degree of entanglement [35].

In the presence of an adversary holding side information F, the relevant measure of ex-
tractable randomness is the conditional min-entropy Ho(X|E), defined operationally via the
adversary’s guessing probability [36,37]. For a classical-quantum state

pXE—Zp ) (x| @ o, (21)

the guessing probability and conditional min-entropy satisfy

PgueSS(X’E = {S]\l/}p} ZP xPE))v Ho(X|E) = —logy PgueSS(X|E)’ (22)

where the supremum is over all POVMs {M,} on E.

6.3.2 Entropy accumulation and finite-size effects

EQRNGs produce sequences of bits by repeating a quantum process N times. The entropy
per round MAY vary due to source drifts, detector memory effects or other imperfections [13].
In security analyses one SHALL take into account finite-size effects and possible correlations
between rounds. Modern DI and SDI QRNG proofs use entropy accumulation theorems to
derive min-entropy bounds of the form

wo(X|E) > N hmin — A(N, ), (23)

where hpin is a per-round bound, A is a finite-size correction and ¢ is a failure probability
parameter [24,36,37].

Implementers of EQRNG protocols SHOULD, where appropriate, provide entropy estimation
procedures consistent with these finite-size frameworks, especially in DI and SDI profiles.

6.4 Bell nonlocality and device-(in)dependence

Device-independent (DI) and semi-device-independent (SDI) QRNGs certify randomness using
observed nonlocal correlations, without relying on detailed internal device models [24-27,30,32].

6.4.1 CHSH inequality and Bell parameter

In a CHSH scenario, two parties A and B choose measurement settings a,b € {0,1} and obtain
binary outcomes x,y € {1}, leading to a Bell parameter

S = Eoo + Eo1 + E10 — By, (24)

where E, = (2y)qp. Local hidden-variable models satisfy |S| < 2. Quantum mechanics allows
|S| < 2v/2, achieved by measuring a maximally entangled Bell state in appropriately chosen
bases.

For DI QRNGs, observed violation S > 2 provides a lower bound on the conditional min-
entropy Hoo(X|E) of one party’s output [24,37]. EQRNG protocols in Class EQRNG-3 (DI
profiles) SHALL specify which Bell inequality and parameter mapping are used to derive their
entropy bounds.
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6.4.2 Relation to entanglement-based QRNGs with public verification

The entanglement used in DI QRNGs is typically bipartite, and outputs are public or become
public after extraction. EQRNGs with public verification as considered in this standard occupy
an intermediate position:

e They rely on entanglement to link secret and public strings at the protocol level (see
Clause 8).

e They MAY, additionally, use Bell tests or entanglement witnesses to upper bound adver-
sarial information about the internal entangled state, thereby tightening entropy estimates
for the secret string.

Designers of EQRNG protocols SHOULD consider whether a DI or SDI analysis can be
combined with the structural properties of the entanglement-based scheme to obtain stronger
guarantees, especially in high-assurance applications.

6.5 Topological viewpoint (informative)

Jacak group considers an illustrative topological discussion of entanglement in which multidi-
mensional rotations of qubits topologically entangle them, which can be intuitively represented
by non-trivial linkings of loops [2—4]. In this simplified topological illustrative model:

e Each qubit is associated with a closed loop (topological circle).
e Unentangled product states correspond to collections of disjoint, unlinked loops.

e Entangling multi-qubit unitary transformations correspond, at an abstract level, to braid-
ings and linkings of these loops.

The model is used as an intuitive tool for visualising which entanglement patterns are suitable
for QRNG purposes, particularly in the Jacak EQRNG construction, and SHALL be regarded
as informative rather than normative.

6.5.1 Link diagrams and entanglement classes

In the EITCI standards, basic entanglement classes for three-qubit states are illustrated as link
diagrams:

e A Bell pair tensored with a separable qubit is pictured as two linked loops plus one disjoint
loop.

e GHZ-type entanglement is associated with Borromean rings, where all three loops are
mutually linked but any two become unlinked if the third is removed. This reflects the
property that tracing out any qubit destroys bipartite entanglement [38].

e Three-link-chain entanglement is represented as a chain of three loops, each linked to its
neighbours, capturing the property that measuring one qubit (the auxiliary link) leaves
the remaining two in a Bell state.

Figure 1 illustrates these basic entanglement classes using linked closed loops. In this stan-
dard the figure SHALL be interpreted as an informative representation of how separable, GHZ-
type and chain-type three-qubit states correspond to topologically inequivalent linkings, while
preserving the closed-loop character of world-lines.

These correspondences are compatible with other work relating quantum entanglement to
topological links and braids, for example Kauffman and Lomonaco’s mapping of simple link
diagrams to multi-qubit entangled states [39)].
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Figure 1: Informative topological representation of inequivalent entanglement classes for qubit
systems. Each qubit is depicted as a closed loop; unlinked loops represent separable states,
pairwise linked loops represent bipartite entanglement, and Borromean- or chain-like linkings
represent GHZ- and chain-type multipartite entanglement. Gaps in the drawn lines do not break
the loop topology and are used only to improve visual clarity.

6.5.2 Relation to multi-qubit rotations in high-dimensional Hilbert spaces

Formally, an n-qubit pure state is a vector in a 2"-dimensional complex Hilbert space, and en-
tangling gates are special unitary transformations U € SU(2"). Any such U can be implemented
as a sequence of elementary one- and two-qubit gates, each corresponding to a rotation in an
appropriate subspace of the full Hilbert space [34].

The topological model used by Jacak et al. provides an intuitive projection of these high-
dimensional rotations into planar braid diagrams:

e Each world-line in the circuit diagram (qubit line) is associated with a strand in a braid.

e Controlled-NOT (CNOT) operations correspond to crossings between strands, whose pat-
tern determines whether the resulting state is of GHZ, W or chain type.

e Closing the braid into loops yields link diagrams that classify entanglement patterns up
to local unitary transformations (LU-equivalence) within the restricted family of circuits
considered.

This approach is compatible with broader research that relates quantum circuits to braid
group representations and topological quantum computation. In particular, certain families of
quantum gates generate braid group actions whose closures correspond to link invariants and
knot polynomials, and entangled states can be associated with nontrivial link types [39-41].

Figure 2 provides an illustrative set of basic quantum circuits that generate topologically
inequivalent entanglement patterns discussed above. The gapped regions indicate successive
evaluation steps of the multi-qubit gate sequence and SHALL be read as a logical, rather than
physical, segmentation of the circuit.

For the purposes of this standard:

e The topological model MAY be used informally to reason about which gate patterns yield
desirable entanglement structures for QRNGs, such as the three-link chain states used in
Jacak’s protocols.

e Implementers are NOT REQUIRED to adopt any particular topological formalism; how-
ever, when EQRNG protocols are specified using link diagrams or braid representations,
these SHALL be accompanied by explicit circuit-level descriptions (gate sequences) that
unambiguously define the underlying quantum operations.

25



s

P
T
-

10) +——+-b
S [o) S — a.z&u
1 2 3 1. 2 3 4
c) |0) {H-5e+—F— 5
o I
o) J S . N S P N
1. 2. 3. 4. 5.

Figure 2: Exemplary quantum circuits realising topologically inequivalent entanglement struc-
tures for qubits. Each subfigure corresponds to a distinct sequence of Hadamard gates and
CNOT gates that generates a) Bell state |®1) = % (100) +[11)), b) |V) apy = % (|000) 4 |111))

GHZ-type, or chain-type entangled states 1 (|000) +|011) 4 |101) + [110)). Gapped regions de-
note consecutive logical stages of the circuit evaluation and are used to highlight how different
gate orderings lead to different entanglement classes.

6.5.3 Connection to topological entanglement entropy (informative)

In many-body physics, topological entanglement entropy has been proposed as a marker of topo-
logical order in ground states of strongly correlated systems [40,41]. Although the systems con-
sidered there (e.g. lattice models with anyonic excitations) differ from the few-qubit EQRNG
setting, both perspectives highlight that entanglement possesses structural features that are not
reducible to pairwise correlations.

This standard does not require the use of topological entanglement entropy. Neverthe-
less, designers of advanced EQRNG protocols MAY draw inspiration from these concepts when
analysing multipartite entanglement resources, especially for future extensions to higher-dimensional
or many-body implementations.

7 Generalized multi-qubit parity-entangled states for PV-EQRNG

This clause specifies, in an abstract Hilbert-space description, the family of multi-qubit parity-
entangled states that SHALL be used by public-verification entanglement-based QRNG (PV-
EQRNG) protocols conforming to this standard. These states generalise the Jacak three-qubit
construction and its multi-qubit extensions introduced in [2,10] and implemented experimentally
in [42,43].

The defining structural features are:

e all computational-basis components appearing in the superposition have the same parity
(even or odd) with respect to the Pauli-Z basis;

e all such components occur with equal probability when measured in the computational basis
(equal modulus of amplitudes).

PV-EQRNG implementations that claim conformance to the profiles in Clause 11 and rely
on this construction SHALL base their protocol on states that are locally equivalent (up to
single-qubit unitaries and global phases) to those specified in this clause.
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7.1 Parity and basic two-qubit examples

For an n-qubit computational-basis ket |g1g2...qn), with ¢; € {0,1} and |q1g2...qn) = 1) ®
lg2) ® ... ® |qn), the parity is defined as
n
parity(qr,. .., qn) = »_gimod2=q1 & @2 &+ & g, (25)
i=1

where & denotes bitwise XOR with 090=0,041=1,160=1,141=0.
The two-qubit Bell basis provides the simplest example of parity-structured entangled states:

@) = 2 (00) + 1))
) = L (00) — |11))
) = L (j01) + [10). (26)
) = 1 (01) - [10)

In the first two states, |®¥), the components |00) and |11) both have parity 0 and occur with
equal probability 1/2. In the last two states, |[¥*), the components |01) and |10) have parity 1,
again with equal probability 1/2.

More general two-qubit parity-entangled states with these properties are

0%) = L5 (100) + ¢ 1)), [W7) = J(jo1) + ¢ [10)), (27)

for real phases «, 8 € R. These states SHALL be regarded as canonical two-qubit building
blocks for parity-based multi-qubit constructions.

7.2 Three-qubit parity-entangled states and EQRNG operation

7.2.1 Definition of the three-qubit parity families

The simplest PV-EQRNG realisation based on this construction uses n = 3 qubits. An or-
thonormal basis of three-qubit parity-entangled states with equal-probability components in the
computational basis is given by

) = 1(]000) + |011) + |101) + [110)),
®; 1) = 3 (]000) — [011) — |101) + [110)),
®;77) = 5 (|000) —[011) +[101) — [110))
<I>;”>:%(|000>+|011> 1101) — [110)), (25)
U3t = 5 (/001) 4 |010) + [100) + [111)),
Uy~ =1 (joo1) — |010) — [100) + |111)),
P —%(\001} |010) + [100) — [111)),
U3~) =3 (|001) + |010) — |100) — [111))

In the first four states, all computational-basis kets in the sum have parity 0 and are equiprob-
able; in the last four states, all components have parity 1 and are equiprobable.
More generally, three-qubit states suitable for PV-EQRNG SHALL satisfy:

e all basis components appearing in the superposition have same parity (all-even or all-odd);

e all these components have amplitudes of equal modulus (and therefore equal measurement
probabilities in the computational basis).

The corresponding general forms are

|©51929%) = 1 (|000) + €' |011) + €*? |101) + €"** [110)) , (29)
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for parity 0, and
©1%% ) = 1 (J001) + ¥ 010) + €2 [100) + ¢ [111)) (30)

for parity 1, with «y;,8; € R. Local unitaries MAY be used to transform between different
members of these families without changing their role in the protocol.

7.2.2 Canonical three-qubit PV-EQRNG state and XOR structure

A canonical choice for PV-EQRNG with n = 3 is the state

|®3F+) = £ (/000) + |011) +|101) + |110)). (31)

This state can be equivalently written as

‘(I);_++> _ % |0> 2 (% (|00> + ‘11>)> + % |1> ® (% (|01> + ‘10>)) ) (32)

illustrating that a measurement of one qubit in the computational basis projects the remaining
two qubits into either a correlated Bell state |®1) or an anticorrelated Bell state |[¥).
In the canonical three-qubit PV-EQRNG protocol:

3P.1 The device prepares the state ‘(I>§++> (or an equivalent state in the same family) for each
protocol round. Preparation MAY use a known sequence of Hadamard and CNOT gates,
and repeated preparation of this known state SHALL be treated as state re-preparation
rather than cloning in the no-cloning sense [44].

3P.2 All single-qubit measurements are performed in the Pauli-Z basis {|0),|1)}, corresponding

to the observable o, = <é _01>

3P.3 In each round i, the three outcomes are denoted qgl), qu), ql(g) € {0,1}, collected into three
(j))N

raw sequences Q(]) - (qZ =1

3P.4 Due to the parity structure of ‘CIJ;)F++>, each single measurement outcome is unbiased, and
the three sequences are individually balanced (in the limit of large N) and unconditionally
random under the ideal model.

3P.5 For every round 4, the three bits satisfy the XOR constraint

¢V @ =¢®, (33)

up to an empirically measurable error rate caused by imperfections. By commutativity and
associativity of XOR, equivalent relations hold for permuted indices.

Under the ideal model, the three sequences are:

¢ individually random and balanced;
e pairwise (binary) uncorrelated in the usual sense of empirical correlation tests;

e jointly (ternary) correlated through the XOR constraint.

This statistical entanglement at the sequence level SHALL be treated as a structural property
of the protocol. Any PV-EQRNG implementation based on three-qubit states of the form (31)
SHALL:
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monitor the frequency of XOR violations as an error indicator;

designate at most one of the three sequences as a public verification string;

designate at most one of the remaining two sequences as a cryptographic output; and

keep the third sequence private and never disclose it, in order to preserve secrecy given the
ternary XOR correlations.

7.3 Scaling to four qubits and beyond

7.3.1 Four-qubit parity-entangled states

For n = 4 qubits, parity-entangled states suitable for PV-EQRNG SHALL satisfy the same two
conditions: identical parity for all basis components and equal measurement probabilities. A
canonical four-qubit example can be obtained recursively from ‘tl);++> and !‘P§F++>:

|®3++) = £ (|000) + [011) + [101) + [110)),

34
|@3*) = 1(]001) 4 |010) + [100) + |111)), (34)
leading to
4+ 1 +++ 1 +++
| @] )= 5100 @[2577) + 51 @ [T{TT) (35)
= 2—\1/5(]0000> +10011) + |0101) + |0110) + |1001) + |1010) + |1100) + \1111>).
More general four-qubit states with the required properties are
©3197) ==1=(]0000) + €'** [0011) + €'*20101) + €'** [0110)
! a0 | | | (36)
+ €'*]1001) + €"** [1010) + €'*¢ [1100) + €'*7 [1111)),
for parity 0, and
‘@fl~~ﬂ7> =55 (10001) + 110010 4 €2 ]0100) + €2 |0111) (37)
+ €4 [1000) + € |1011) + €% [1101) + "7 [1110)),
for parity 1, with a4, 5; € R. Setting all phases to zero yields the illustrative forms
|@I++++++>
1 (38)
= 2\—@(|0000> +|0011) + |0101) + |0110) + |1001) + |1010) + |1100) + |1111>),
and
{\PI++++++>
1 (39)
= 2—\/5(|0001> +10010) + |0100) + |0111) + |1000) + |1011) 4 |1101) + |111()>).
The state ‘(I>1++++++> can be rewritten as
oYY = L 10) ® 2(]000) + |011) + |101) + |110
|} )= 7510)® 5(|000) +[011) + [101) + [110)) (40)

+5 1) ® 5(|001) +1010) + [100) + [111)),

showing that measurement of any single qubit projects the remaining three into a state of the
three-qubit families defined above.
In a four-qubit PV-EQRNG protocol based on such a state, the four bit sequences Q) =

(ql(j ))fV: 1 obtained from Pauli-Z measurements satisfy the XOR relation

otV o¢” g =g, (41)

for each round ¢, up to an observed error rate. By permutation symmetry of XOR, this relation
holds for all permutations of the indices.
The XOR structure implies that:
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e knowledge of any two sequences does not determine the other two;

e knowledge of any three sequences determines the remaining fourth one.
Therefore, in four-qubit PV-EQRNG implementations:
e at most one sequence SHALL be disclosed for public verification;

e at least one further sequence SHALL remain permanently undisclosed;

e at most two sequences (i.e. n — 2 for n = 4) MAY be used as cryptographic outputs.

7.3.2 General n-qubit parity-entangled states

For general n > 3, the families of parity-entangled states used in the protocol can be written as

0 k=1

and

1 1 1 n—1
"B1...B8,/ 1 ;
‘@nﬂl B, > = E § o E (elﬁf(QI »»»»» an—1) | | (®) lgk) @ |1 D@ ® ... Hg—1 D ]->>7
k=1

q1=0g2=0 Gn—1=0

(43)

where n' =21 — 1, f(q1,...,qn_1) = Z?;ll 1=, oy, B; € R, and H(®) denotes the tensor
product over k =1,...,n— 1. The states |O%!) and ’@;fl”'> have parity 0 and 1, respectively.

Global phases (e.g. ap, fo) MAY be fixed to zero.

For each n, a PV-EQRNG protocol based on these states generates n raw sequences QU),
one per qubit. The XOR structure generalises the three- and four-qubit cases: suitable linear
XOR relations exist among the n bits in each round and SHALL be documented for any declared
implementation profile. In particular:

e at most one sequence SHALL be designated as the public verification sequence;
e at least one further sequence SHALL remain permanently undisclosed;

e at most n — 2 sequences MAY be used as cryptographic outputs.

7.4 Alternative representation and implemented examples

A convenient alternative representation of the n-qubit parity-entangled families is

i

I
[ E—— R Y e (44)
Vvl +1
‘\Pgl...ﬁn,> _ % nzeiﬁno |z2), | ® |@?:—11x2,¢ S 1> ) (45)
\/m =0

where x5 is the (n — 1)-bit binary representation of x, z1o is the decimal representation, z;
denotes the i-th bit of x9, |z2),, | = |r21) ® ... ® |r2—1) and n' = 27~1 _ 1. The expressions
@?:_1130271 and 69?:_11332,1- @ 1 compute the parity and its negation, respectively. Phases ag and Sy

MAY be set to zero.

30



Independent experimental implementations have used states in these families for n = 3 and
n = 4 demonstrating PV-QRNG/PV-EQRNG operation [10,42,43]. For n = 3 one has

1 : , .
|w512%¢) = 3 (100) ®[0) + €1 [01) @ [1) + €2 [10) @ 1) + €' [11) © ]0)) , (46)
with, for example, ag =0, a1 = 7, ag =0, az = 7, giving
|W57) = 1(]000) —|011) + |101) — [110))

as used in [42]. For n = 4 one has
1 . . .
(s p— ( 1000) @ [0) + €1 001) @ [1) + €2 [010) @ |1) + €2 [011) ® |0)
2V2
+ € [100) @ [1) + €5 [101) @ |0) + €° |110) ® |0) + €7 [111) ® \1>),
(47)

and the choice ag =0, a1 =7, a0 =0, a3 =0, ay =7, a5 = 7, ag = 0, ay = 7 yields
YT = %ﬁ(yoooo) —10011) + [0101) + [0110) — [1001) — [1010) + [1100) — [1111)),

as implemented in [43].

Implementations MAY adopt these specific phase patterns or any locally equivalent choice,
provided the two structural properties (fixed parity and equal probabilities over all appearing
basis states) are preserved and the XOR relations between output sequences are maintained as
required by this clause.

7.5 Relation to GHZ states and implementation considerations

The parity-entangled states in this clause are closely related to GHZ states under local basis
changes. For example, the three-qubit GHZ state [45, 46]

[Panz) = 75 (000) + [111)) (48)

can be mapped into a parity-entangled state of the above family by applying Hadamard gates

1 1 . . .
H= % (1 _1) to all three qubits. In the Hadamard basis {|+) , |—)}, with [+) = % (10) + 1))

and |-) = 7 (/0) — |1)), one obtains

H® [Wgpz) = H®3% (1000) + [111)) (49)
=s(H+H+H+-)+l=+ )+ ==+,

which is a member of the three-qubit parity-entangled family expressed in a rotated basis.
Consequently:

e experimental platforms capable of preparing three-qubit GHZ states [45,46] MAY be used
as a starting point for implementing the n = 3 PV-EQRNG protocol by appropriate local
basis changes;

e analogous constructions MAY be derived for larger n where suitable multi-qubit GHZ or
graph states are available;

e when GHZ-based preparations are used, implementations SHALL document the local uni-
taries applied to map into the parity-entangled forms of this clause and SHALL verify the
resulting parity and XOR constraints empirically.
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PV-EQRNGs based on these generalized multi-qubit parity-entangled states introduce a class
of QRNGs in which:

e multiple raw sequences of identical randomness quality are generated simultaneously;

e one sequence can be fully disclosed for arbitrarily intensive public randomness testing (free
from local computational constraints);

e the test results, together with the structural XOR relations, support entropy guarantees for
the remaining secret sequences as formalised in Clauses 10 and 12;

e at most n — 2 sequences per block are usable as cryptographic outputs, in order to preserve
secrecy under the multi-sequence XOR structure.

These capabilities directly address the need for publicly verifiable randomness testing in the
presence of imperfect, realistic quantum devices, while preserving the secrecy of the random
strings intended for cryptographic and other high-assurance applications.

8 Core entanglement-based QRNG principles and reference pro-
tocol families

This clause specifies the core design principles of entanglement-based quantum random number
generators and defines reference protocol families. The principles generalise and formalise the
constructions introduced by Jacak and co-workers in the original EQRNG patent, the Scientific
Reports paper on entangled quantum random numbers generation and certification, the EITCI
reference standards, and subsequent theoretical and experimental work on EQRNGs and publicly
verifiable QRNGs [1-4,6,10-12].

8.1 General design principles

An EQRNG protocol SHALL satisfy the following general design principles:

G.1 Entanglement as primary entropy source. Randomness SHALL be generated primarily
from measurements on entangled quantum states whose reduced subsystems are (close to)
maximally mixed, as described in Clause 6. Auxiliary classical randomness MAY be used (for
example for basis selection or sampling) but SHALL NOT be the dominant entropy source.

G.2 Structural use of correlations. The protocol SHALL exploit entanglement-induced cor-
relations in a structural way. In particular, there SHALL exist explicit relations between
subsets of output strings (e.g. XOR relations, parity constraints) that are enforced by the
entangled state and gate pattern, not only by classical post-processing.

G.3 Decoupling of secrecy and verifiability. For profiles that support public randomness
verification, at least one output string SHALL remain secret while one or more other strings
are made public exclusively for testing and verification. The protocol SHALL be designed
such that public data enable assessment of randomness quality but do not reveal the values
of secret bits (beyond what is implied by their randomness).

G.4 Platform independence. The protocol definition SHALL be expressible at the level of
abstract quantum states and operations (Hilbert space models and circuit descriptions).
Physical realisations MAY vary across platforms (photonic, superconducting, trapped ions,
etc.), provided they implement an equivalent state preparation and measurement scheme.
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8.2 Reference family A: two-qubit Bell-pair EQRNGs

Reference family A comprises EQRNG protocols in which the basic resource is a stream of
two-qubit maximally entangled states ‘CDZB> or related Bell states generated by a source and
distributed to one or two parties.

8.2.1 Basic operation

In each round :
A.1 The source prepares a Bell state, for instance ’q)ng> = (]00) + |11))/v/2.

A.2 Subsystem A is measured in a fixed basis (e.g. computational basis), producing bit B;.

A.3 Subsystem B MAY be measured in the same or a different basis, producing bit C;.

The resulting bit strings B and C are individually random and perfectly correlated (or
anti-correlated) in the ideal case. Reference family A MAY be used for:

e local randomness generation (ignoring C);
e simple distributed randomness where two parties share identical bits;

e DI or SDI QRNGs based on Bell inequality tests when measurement bases are appropri-
ately chosen [24-26,29].

Family A DOES NOT by itself implement public randomness verification with secrecy; it
serves as a baseline entanglement-based QRNG architecture and as a building block for more
advanced families.

Figure 3 shows a representative gate-level realisation of a two-qubit random-correlation gen-
erator compatible with Reference family A. In particular, it illustrates how an auxiliary qubit
and classical control lines can be used to select between different Bell-state preparations prior
to measurement.

10) — 10) — 10) |
0) —SD— o) —DD— 10) ——D-{xM1]
d) [0) —(H-e——
10) ——
0) —D—D

Figure 3: Quantum gate scheme of a random-correlation generator based on a two-qubit entan-
gled state and one auxiliary qubit X. Subfigure (a) depicts a fixed Bell-state preparation, while
subfigures (b) and (c) include a random selection mechanism for the Bell state type. Double
lines indicate classical control paths carrying measurement results that condition subsequent
quantum operations. This structure SHALL be regarded as a normative example of a device-
dependent EQRNG in Family A.
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8.3 Reference family B: Jacak random correlation EQRNG with public ver-
ification

Reference family B formalises the Jacak EQRNG concept with public randomness certification
introduced in [1,2] and codified in the EITCI standards [3,4]. It forms the primary reference
for EQRNGs with public verification under this standard.

Figure 4 summarises the main functional elements of a Jacak-type EQRNG with public proof
of randomness. It SHALL be interpreted as a reference architecture for Family B implementa-
tions.

a =
)/ quantum b) -G O 5o
ENTANGLEMENT S & .. 2" CORRELATION
GENERATOR zZa
WITH RANDOM A ANTICORRELAITON
CORRELATION o () 50%
QUBIT B LINE &
C —
VA0 T OB
50%. - . 50%

CORRELATION ANTICORRELATION
AS® @B A® @B
50%.-~ ~-..50% 50%..-~ = 50%

r@ @8 AO OB A@ OB AO @B

Figure 4: Schematic elements of a protocol for an entanglement-based quantum random number
generator with public proof of randomness. Panel (a) shows the generation of random correla-
tions via multi-qubit entanglement; panel (b) indicates the distinct correlation/anticorrelation
types available in the protocol; panel (c) lists the possible measurement outcomes and their
assignment to secret output strings, public verification strings and internal control data. The
diagram SHALL be used as a normative reference for the logical decomposition of Family B
protocols.

8.3.1 Three-qubit base protocol (B1)

The minimal B1 protocol uses the three-qubit state |¥xap) of Eq. (16).

Protocol steps. In each round i:

B1.1 State preparation. The device prepares |Ux 4p) using a fixed quantum circuit consisting
of a Hadamard gate on an initial |0) qubit, followed by a sequence of CNOT gates coupling
the auxiliary and data qubits, as specified in the EITCI protocols standard.

B1.2 Control measurement. The auxiliary qubit X is measured in the computational basis,

yielding a classical control bit A;. The measurement projects qubits (A4, B) into |®T) if
Ai =0or ’\I’—'—) if Al =1.

B1.3 Data measurements. Qubits A and B are measured in the computational basis, yielding

bits B; and Cj.

B1.4 String assignment. Over N rounds, three raw strings are obtained:

A=(Ay,...,Ax), B=(Bi,...,By), C=(Ci,...,Cy), (50)

with the deterministic relation C; = B; @ A; in the ideal case.
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Secret and public strings. The EQRNG owner SHALL designate at least one string as
secret (typically B) and one string as public for verification (typically C). The control string
A SHALL remain internal to the device and SHALL NOT be disclosed to any external party.

Due to the entanglement structure, B and C' are individually unbiased and exhibit the same
statistical properties when considered as sequences of bits, even though they are algebraically
related via A. Under ideal conditions and in the absence of side information, the joint distri-
bution (B, C) is symmetric in the sense that I(B;C) = 0 while H(B) = H(C) = N bits and
H(B,C)=2N.

Public verification workflow. The public-verification workflow SHALL include the follow-
ing:

B1V.1 The EQRNG device outputs B to the user over a secure interface.

B1V.2 It outputs C, together with metadata (block length, time stamps, protocol parameters), to
one or more Verification Centres (VCs) over an authenticated channel.

B1V.3 Each VC applies a prescribed battery of statistical tests (see Clause 12) and returns an
accept /reject verdict and detailed test statistics.

B1V.4 The user accepts B as a high-quality random string only if all designated VCs accept C
according to the configured policy.

Implementations SHALL ensure that:

e Test outcomes on C cannot be manipulated by the device in a way that invalidates con-
clusions about B (e.g. by selectively disclosing “good” blocks). Appropriate sampling and
logging arrangements SHOULD be used.

e Failed tests lead to discard or quarantine of the corresponding portions of B, and MAY
trigger additional diagnostics.

8.3.2 Multi-qubit generalisations (B2)

The Jacak patent and subsequent work generalise B1 to (k+1)-qubit chain states with k auxiliary
qubits and multiple output registers. These schemes, denoted B2, support:

e simultaneous generation of several secret random strings S, ..., §(™).

)

e generation of one or more public strings PU) used for verifying all secret strings;

e higher “multiple consent” security levels in which correct operation requires agreement
between several control qubits.

Figure 5 gives a normative example of a three-qubit entanglement generator with two aux-
iliary qubits, illustrating how multiple entangled-state types can be randomly selected in a B2
construction to realise higher “multiple-consent” security levels.

In a typical four-qubit variant, three auxiliary qubits X,Y,Z and one output qubit are
arranged so that measurement outcomes on (X,Y,Z) select one of four Bell states on two
output qubits or one of several GHZ-type states on three output qubits [1,4]. The corresponding
gate-level circuits are illustrated by the figures supplied with this standard, where double lines
represent classical control by measurement outcomes.

For B2 protocols, the following SHALL hold:

B2.1 The mapping from auxiliary measurement outcomes to correlation patterns on output qubits
SHALL be explicitly specified (e.g. in terms of parity equations between output bits).
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Figure 5: Quantum circuit scheme of a random-correlation entanglement generator with a three-
qubit entangled state and two auxiliary qubits X and Y. Case (a) shows a fixed preparation of a
given three-qubit entangled state, while cases (b) and (c) incorporate a random selection among
different three-qubit entangled-state types. Double lines denote classical control paths carrying
measurement results of auxiliary qubits. This scheme SHALL be regarded as a reference pattern
for multi-auxiliary Jacak-type EQRNGs in Profile B2.

B2.2 At least one output string SHALL be designated as public and used for randomness tests; it
SHALL be guaranteed by design to have the same randomness profile as the secret strings,
up to explicitly stated bounds.

B2.3 The algebraic relations linking public and secret strings SHALL be such that knowledge of
all public strings and all protocol parameters does not permit an adversary to predict secret
bits with probability significantly larger than 27! per bit, except as bounded by the entropy
analysis in Clause 10.

8.4 Reference family C: GHZ-based multi-party EQRNG and secret sharing

Reference family C comprises protocols in which n-party GHZ states are used to generate cor-
related random strings shared among multiple parties. In the simplest case, n parties share
|Wcnz) and each measures in the computational basis, yielding identical random bits in the
ideal case [2,6,9].

e Family C MAY be used to implement quantum-enhanced secret sharing, in which recon-
struction of a secret key requires cooperation of at least a threshold number of parties.

e Public verification MAY be integrated by designating one party’s string as public while
others remain secret, but care SHALL be taken because GHZ-type correlations are fully
symmetric and may leak more structure than the chain-type correlations in family B.

Detailed requirements on secret-sharing applications are outside the primary scope of this
standard but SHALL conform to the general EQRNG requirements in Clause 9.

8.5 Reference family D: DI and SDI entanglement-based QRNGs

Reference family D covers EQRNG protocols where entanglement is used together with DI or
SDI security proofs to certify randomness:
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e Family D1 (DI EQRNGs). Two or more untrusted devices share entangled states
and perform measurements with randomly chosen settings. Observed Bell violation is
converted into a min-entropy bound on outputs, as in [24-27]. Public verification MAY
be added by disclosing a subset of outputs for statistical tests.

e Family D2 (SDI EQRNGSs). One part of the device (source or measurement) is mod-
elled as untrusted but bounded in some way (e.g. by dimension), and entangled states
(possibly single-particle entanglement) are used to certify randomness [13, 14, 30, 32].

When an EQRNG implementation claims conformance to a D-class profile, it SHALL specify:

e which DI/SDI security proof is used;
e which observed parameters (e.g. Bell parameter, visibility) are measured and how often;

e how these parameters are converted into entropy bounds for the secret and any public
output strings.

8.6 Experimental realisations and reference implementations

Recent experimental work has demonstrated that reference families B and D can be implemented
in realistic photonic platforms:

e Islam et al. realised a Bl-type protocol using entangled photon pairs, path-polarisation
encoding and a three-qubit effective configuration, demonstrating privacy-preserving pub-
licly verifiable QRNG with NIST SP 800-22 testing on the public string [11].

e Kolangatt et al. implemented a four-qubit photonic EQRNG that simultaneously pro-
duces public and private random strings and demonstrated publicly verifiable operation
at the protocol level, including classical control lines implementing the Jacak-style XOR
relations [12].

e Jozwiak et al. developed an extended conceptual framework for QRNG architectures,
including entanglement-based generators, emphasising layered views of randomness sources
and interactions between physical, device and protocol layers [10]. This framework SHALL
be considered informative for future extensions of this standard.

Implementers seeking high interoperability SHOULD align their designs with one of the
reference families A—D and SHOULD document any deviations explicitly.

9 Functional requirements for EQRNG protocols

This Clause specifies functional requirements that SHALL be satisfied by entanglement-based
quantum random number generator (EQRNG) protocols covered by this standard. Requirements
are stated at the protocol and interface level and are independent of physical implementation
details. Security-specific requirements are further elaborated in Clause 10, and implementation
and testing requirements in Clauses 11 and 12.

The requirements in this Clause apply to all EQRNG protocol families defined in Clause 8,
including publicly verifiable EQRNGs (PV-EQRNGs) based on multi-qubit parity-entangled
states as proposed in [2-4,10] and photonic implementations as in [11,12].
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9.1 Entropy source and randomness generation
9.1.1 Use of entangled states

Requirement E1 (Entropy-source specification). An EQRNG protocol SHALL specify
the family of entangled quantum states used as the primary entropy source, including at least:

the number of subsystems n (qubits or qudits) in each entangled state;
e the computational basis and Hilbert-space structure for these subsystems;

e the ideal target state (e.g. Bell states, GHZ states, chain states or Jacak-type multi-qubit
parity-entangled states such as |®% ), |Uxap) of Eq. (16), |¥guyz) or a specified (k + 1)-
qubit chain state);

e the entanglement pattern or graph (e.g. star, chain, cluster, or multi-parity structures of
the form described in [2,10]);

e the state preparation procedure at the circuit level (sequence of single- and two-qubit
gates, or an equivalent physical process such as SPDC-based photonic sources, multi-
photon graph-state generation, or integrated photonic circuits).

The protocol SHALL describe how imperfections (mixedness, decoherence, loss, mode mis-
match) are modelled at the state level, e.g. via noise channels (depolarising, dephasing, amplitude
damping) acting on the ideal state. Where appropriate, the protocol SHOULD define entan-
glement metrics (e.g. fidelity to the target state, CHSH parameter S, visibility, entropy-based
witnesses) that are used for monitoring the entropy source [2,12,35].

Requirement E2 (Measurement configuration). The protocol SHALL define, for each
protocol round ¢:

e which subsystems are measured to obtain random outputs (e.g. which of the n qubits
contribute to each logical sequence);

e the measurement basis for each subsystem (e.g. Pauli-Z, Pauli- X, rotated bases), including
any adaptive or time-varying structure;

e whether basis choices are fixed or randomised and, if randomised, how basis randomness
is generated and at what security level.

Any auxiliary randomness used for basis choices or configuration control SHALL be generated
from a source whose security level is at least as strong as the intended security level of the
EQRNG outputs, and SHALL NOT introduce deterministic dependencies between basis settings
and outcomes.

9.1.2 Random variables and output strings

Requirement E3 (Random variables and data organisation). For each protocol round i,

the protocol SHALL define random variables representing measurement outcomes (e.g. 4;, B;, C;, . ..

and SHALL specify which bit strings are considered:

e secret output strings Rgé(); intended for cryptographic or other high-assurance use;

e public output or test strings Rgz)b intended for public verification and statistical testing
(e.g. PV-EQRNG schemes where one or more strings are disclosed as in [2,11,12]);
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e internal control strings (e.g. A, B) not exposed externally but used for monitoring, cali-
bration or internal testing.

The protocol SHALL:

e indicate algebraic relations between these strings (e.g. XOR relations or parity constraints)
implied by the entangled state and measurement pattern, such as C; = A; @ B; for Jacak-
type three-qubit schemes or A; ® B; & C; ® D; = 0 for four-qubit PVQRNG schemes [2,12];

e specify the block structure (block length, ordering, indexing of rounds) for each string;

e specify which strings or subsequences are subject to extraction and which are retained
only as metadata or for verification.

9.2 Randomness quality and entropy targets

Requirement E4 (Entropy targets). Each EQRNG protocol SHALL specify, for each secret
string Réj 2:, a target min-entropy per raw output bit, hggget,
security targets are hglget ~ 1 bit per bit, allowing for small deviations due to imperfections.

The protocol SHALL also specify:

before extraction. Typical high-

e the model used to estimate or bound HOO(joez | E'), where E represents adversarial side
information (classical or quantum);

e whether the bound is device-dependent, source-device-independent (SDI) or device-independent

(DI) in nature, in line with the classifications in [7,8,37];

e the statistical confidence level (failure probability) e associated with the entropy estimate,
as required by finite-size analyses [36];

e the operating region (e.g. permitted ranges of visibility, QBER, loss) for which the entropy
bound is claimed to hold.

Requirement E5 (Online entropy estimation). Where practical, the protocol SHOULD
provide an online entropy estimation method that updates bounds on the effective min-entropy
of recent outputs based on measured parameters (e.g. visibility, parity-violation rate, error rates,
Bell parameters, test statistics), in line with methodologies from NIST SP 800-90B and DI/SDI
QRNG analyses [11-14,16,37].

The online estimator MAY be conservative with respect to the offline security analysis but
SHALL NOT be more optimistic. Any discrepancy between online and offline estimates SHALL
be documented.

9.3 Public verification and linkage between public and secret strings
9.3.1 Mapping between secret and public data

Requirement V1 (Structural mapping). For protocols supporting public randomness ver-
ification, the mapping between secret and public strings SHALL be specified by explicit algebraic
relations derived from the entangled state structure (e.g. C; = B; @ A; in family B1, or higher-
order parity constraints for n > 3).

Figure 6 gives an explicit flow for a three-qubit PV-EQRNG instance, including generation
of raw sequences, enforcement of the XOR rule and classification of correct versus incorrect
measurement outcomes. Implementations claiming conformance to Family B SHALL exhibit
equivalent logical behaviour.

The protocol SHALL ensure that:
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Figure 6: Exemplary flow of a three-qubit entanglement-based QRNG protocol. Panel (a) shows
the generation and measurement of entangled states and the resulting sequences Sg, associated
with each measured qubit. Panel (b) illustrates the XOR rule whereby, for every protocol round,
the bitwise XOR of any two sequences deterministically yields the third, providing a structural
correlation constraint. Panel (c) enumerates the logically allowed (“correct”) outcome triplets
(A, B,C) and highlights “incorrect” triplets, whose occurrence is interpreted as evidence of bias
or device malfunction. The protocol SHALL monitor the frequency of such incorrect outcomes
as an error indicator for parity-based PV-EQRNGs.

e the marginal distributions of secret and public strings are equal (or within specified toler-
ances) under the ideal state and noise model;

e the joint distribution satisfies symmetry properties that preclude significant information
leakage from public to secret strings beyond what is accounted for in the entropy analysis;

e for parity-entangled constructions, the number of secret sequences used cryptographically
is at most n — 2, with at least one sequence reserved for public verification and at least
one sequence never disclosed, as in [2,10].

Requirement V2 (Public verification interface). The protocol SHALL define a public
(k)

verification interface through which Rpub and associated metadata (block identifiers, lengths,
timestamps, protocol and hardware configuration parameters, test configuration identifiers) are
made available to one or more Verification Centres (VCs). The interface SHALL support:

e authentication and integrity protection (e.g. digital signatures, MACs) to prevent tamper-
ing with public data;

e replay protection and unique block identifiers;

e clear indication of which sequences are verification strings and which are not to be dis-
closed.

The interface MAY follow patterns similar to API-based key delivery in [18] but SHALL
clearly distinguish between public randomness data and any cryptographic key material.

9.3.2 Entropy guarantees conditioned on public tests

Requirement V3 (Public test family). The protocol SHALL specify a family of statistical
and/or physical tests 7 to be applied to public strings by VCs (e.g. NIST SP 800-22 tests,
TestUO1 batteries, additional QRNG-oriented tests), along with:

e test parameters (sequence lengths, block sizes, significance levels);
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e acceptance criteria (e.g. minimum fraction of tests passed, combined p-value thresholds,
treatment of multiple comparisons);

e procedures for aggregating results from multiple test batteries and multiple VCs;

e handling of inconclusive or borderline results (e.g. re-testing, extended sampling).

Requirement V4 (Linking public tests to secret entropy). The protocol SHALL pro-

vide, or reference, an analysis that connects successful public tests on Rgfl)b to a lower bound on

the conditional min-entropy of each secret string Réél

)[R
Hoo (RD[RL,

sec

RUDE) > hl) (51)

for an explicit hgi)n and failure probability . The analysis MAY rely on the structural relations
defined by the entangled state and on statistical modelling of imperfections, as in the Jacak
EQRNG analysis and its extensions [2,6,10-12].

The analysis SHALL be documented sufficiently for independent review, and assumptions
about stationarity, independence between blocks, and adversarial capabilities SHALL be explic-
itly stated.

9.4 Interfaces and data formats

Requirement I1 (Random-output interface). Each EQRNG protocol SHALL specify a
logical interface for random output generation, including;:

e commands or API calls to request random bit strings of specified length(s) and, where
applicable, of specified type (secret or public);

e indications of whether outputs are raw, entropy-estimated, or fully extracted (post-processed)
outputs;

e identifiers linking each output block to the corresponding public test blocks (if applicable)
and to the relevant configuration of the entropy source.

Requirement 12 (Logging and auditability). For public-verification protocols, the device
SHALL provide a logging interface that records, for each block:

block identifier and timestamps;
e length and partitioning into secret and public segments;

e summary of internal health-test results and entanglement-quality indicators (e.g. visibility,
error rates);

e references to external VC test reports (e.g. hashes or signatures);

¢ indication of whether the block was accepted or rejected for cryptographic use.

This information MAY be used by auditors and certification bodies to verify that public
verification is being carried out as specified.
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9.5 Robustness, health tests and abort conditions

Requirement R1 (Internal health tests). EQRNG protocols SHALL include internal
health tests and sanity checks on raw measurement data, analogous to those recommended in
ITU-T X.1702, ETSI QRNG-related documents and NIST SP 800-90B [16,19]. Typical health
tests include:

e monitoring of detector count rates, dark counts and coincidence rates;
e checks for stuck-at faults (e.g. strings of identical bits, frozen detectors);
e simple frequency and run-length tests on short windows of raw data;

e monitoring of entanglement indicators (e.g. visibility, parity violation rates) for drift be-
yond calibrated tolerances.

Requirement R2 (Abort and fallback conditions). The protocol SHALL define abort
conditions under which output is considered invalid and MUST NOT be used. Abort conditions
SHALL include at least:

o failure of internal health tests beyond acceptable limits;

e failure of public randomness verification tests on recent blocks, according to the criteria
defined under Requirement V3;

e detection of anomalies in entanglement quality indicators (e.g. low visibility, parity-error
rate above threshold, Bell parameter below threshold) where such indicators are monitored;

e loss of synchronisation or timing faults that invalidate the assumed mapping between
quantum events and classical bits.

Where possible, the protocol SHOULD define safe fallback modes (e.g. reduced throughput,
higher thresholds, or complete shutdown) and associated alerts.

9.6 Conformance profiles

For the purposes of this standard, an EQRNG protocol SHALL declare at least one conformance
profile of the form
Profile = (Family, Class, Verification),

where:
e Family is one of A-D as defined in Clause 8, or an explicitly specified extension;
e Class indicates device-dependence level (EQRNG-1, -2 or -3 as defined in Clause 1);

e Verification indicates whether public verification is supported and, if so, according to
which requirements in this Clause and Clause 10.

Requirement C1 (Profile documentation). A protocol claiming conformance SHALL doc-
ument:

e its declared profile(s);
G) .

min’

()

e associated entropy targets hgy g

. and bounds h

e the test suites and parameters used both internally and for public verification;
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e any assumptions on trusted components, physical isolation and adversarial capabilities
(M1-M3 as defined in Clause 10).

This information SHALL be made available to evaluators, certification bodies and, where
appropriate, end users, to enable informed risk assessment and interoperability across imple-
mentations.

10 Security models, threat analyses and public randomness ver-
ification

This Clause defines security objectives, adversarial models, threat categories and public random-
ness verification conditions for Entanglement Quantum Random Number Generator (EQRNG)
protocols and their implementations.

Security considerations SHALL be interpreted in the context of the quantum foundations
introduced in Clause 6 and the entanglement-based protocol families in Clause 8, with specific
emphasis on publicly verifiable entanglement QRNGs with secret random outputs as developed
in [1,2,10-12]. The more general QRNG security classifications in [7,8,37] are also taken into
account.

10.1 Security objectives

An EQRNG protocol and its implementation SHALL specify which of the following security
objectives are claimed:

1. Unpredictability of secret outputs. The bit strings designated as secret random
outputs SHALL be information-theoretically unpredictable (up to a claimed security pa-
rameter) for any adversary allowed by the declared security model, including a quantum
adversary with side information and unlimited classical computing power consistent with
quantum mechanics [36,37]. Formally, the conditional min-entropy Hoo(Rsgec | £) SHALL
exceed a specified bound used in the extraction stage (Clause 12).

2. Statistical quality of randomness. The output bit strings SHALL exhibit empirical
statistical properties consistent with i.i.d. Bernoulli(1/2) bits within the limits of the chosen
test suites and acceptance criteria, as detailed in Clause 12 and informed by [2,11,17,28].

3. Privacy of secret sequences. Secret random sequences SHALL remain information-
theoretically private (up to the claimed security parameter) against adversaries with side
information that is classically or quantumly correlated with the EQRNG device, in line
with extractor-based privacy guarantees [36,37]. Any information disclosed in public ver-
ification (verification strings, test outcomes) SHALL be taken into account in the entropy
and privacy analysis.

4. Integrity of public verification. Publicly verifiable EQRNG protocols SHALL guar-
antee that a dishonest verifier or man-in-the-middle cannot increase the probability of
accepting a non-random or biased device beyond a negligible amount, given the declared
threat model and test configuration [2,11,12].

5. Side-channel robustness. EQRNG devices SHALL be designed to minimise exploitable
side channels (including optical leakage, timing, RF emissions, unintended correlations
with auxiliary degrees of freedom) and SHALL document residual channels and mitiga-
tions [1,15,16]. Side-channel considerations SHALL explicitly include the possibility of
unintended entanglement with the environment (mixed-state entanglement).
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10.2 Adversarial models

An EQRNG protocol SHALL explicitly declare which adversarial model(s) it addresses. The
following reference models are defined:

MO: Honest-but-faulty device, no external adversary. Only unintentional imperfections,
noise and drift are present. This model is intended for internal engineering validation and
SHALL NOT be used as the sole basis for security claims in cryptographic use.

Ma1: Classical external adversary. The adversary controls all classical communication chan-
nels, can inject classical signals and observe public outputs, but has no direct control of
the internal quantum hardware and no entangled quantum side information beyond what
leaks through classical interfaces. This corresponds to the baseline cryptographic attacker
in ISO/TEC 18031 [7,15].

M2: Quantum side-information adversary. The adversary may hold a quantum system
entangled with the EQRNG device or its environment, and may perform arbitrary joint
measurements at any time. Security is expressed in terms of min-entropy conditioned on
quantum side information, as formalised in [36,37].

M3: Malicious manufacturer or partially compromised device. The adversary controls
the device design and implementation, subject only to the external interface specifications
and observable behaviour. This model subsumes the traditional “black-box” perspective
of DI and SDI QRNGs [24,25,32]. Claims in this model SHALL specify which components,
if any, are trusted (e.g. measurement stations, extraction hardware).

A protocol or implementation claiming compliance with this standard SHALL state which
of M1-M3 it targets and SHALL NOT implicitly assume MO in cryptographic applications.

10.3 Threat categories for EQRNGs

EQRNG implementations SHALL analyse, at minimum, the following high-level threat cate-
gories:

1. Source manipulation and entanglement degradation. This includes intentional or
unintentional reduction of entanglement visibility, introduction of classical correlations,
or control of pump power, phase or mode structure in photonic sources (e.g. SPDC, in-
tegrated waveguides), or analogous manipulations in non-photonic platforms [2,6,11,12].
Implementations SHALL specify acceptable ranges of entanglement metrics (e.g. CHSH vi-
olation, parity-violation rate, fidelity) below which random outputs are rejected or heavily
down-rated in entropy.

2. Measurement and detector attacks. Threats such as detector blinding, basis control,
time-shift attacks and manipulation of thresholds or dead-time SHALL be considered, by
analogy with known attacks on quantum optical systems, and mitigated by protective
design and monitoring [7,8,11]. Where relevant, calibration procedures and monitoring of
detector statistics SHALL be documented.

3. Classical interface and control attacks. Manipulation of control signals (e.g. basis-
choice settings, trigger gating), leakage of raw data over external buses, or modification
of extraction parameters are in scope. Implementations SHALL define access control and
integrity mechanisms for such interfaces, including authenticated firmware updates and
configuration management.
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4. Side-channel leakage and unintended entanglement. The ideal entangled states
employed in EQRNG protocols are, by construction, maximally entangled within a well-
defined multi-qubit Hilbert space, which excludes additional entanglement with external
degrees of freedom [2,10]. In practice, decoherence and imperfect isolation can produce
mixed states entangled with an environment. Implementations SHALL describe shield-
ing, isolation, filtering, and monitoring strategies, and SHALL specify how entanglement
metrics, parity-error rates and other observables map to entropy estimates under such
imperfections [11,12,16].

5. Compromised or malicious public verifier. In public-verification protocols the verifier
(or verification centre, VC) may attempt to deviate from the protocol, falsify test results,
or correlate auxiliary observations with secret sequences [1,2,11]. Protocols SHALL be
defined such that a malicious verifier cannot gain additional information about secret
sequences beyond what is implied by published acceptance/rejection decisions and declared
parameters. Use of multiple, independent VCs SHOULD be considered in high-assurance
settings.

6. Entropy overestimation and model errors. Incorrect or over-optimistic entropy mod-
els (e.g. ignoring certain correlations or side channels) pose a systemic threat. Protocols
SHALL document the modelling assumptions used to derive entropy bounds and SHALL
include conservative margins for unmodelled effects.

10.4 Security of public randomness verification

EQRNG protocols with public randomness verification employ multi-qubit entangled states
whose measurement outcomes define several bit strings with identical or near-identical statistical
quality but constrained by parity or XOR relations [2,4,10-12].

For such protocols the following conditions SHALL hold:

1. Indistinguishability of sequences. All bit strings derived from measurements on sub-
systems (e.g. X4, Xp, X¢c, Xp) that are claimed to share randomness quality SHALL be
generated from identically distributed quantum states, up to explicitly modelled noise and
correlation errors. Their empirical statistics SHALL be indistinguishable within specified
confidence bounds.

2. Public—secret separation. At least one bit string SHALL remain undisclosed and
SHALL never be used in any public verification or debugging process. For a three-qubit
EQRNG with XOR relation XM @ X2 = X®) only one of the remaining pair of sequences
MAY be used cryptographically when one sequence is disclosed for verification [2,10]. For
n entangled qubits, at most n — 2 sequences MAY be used as cryptographic outputs.

3. Verifier’s information bound. The public verifier SHALL only receive one (or a fixed
limited number) of sequences designated as verification strings, together with declared
protocol parameters such as error-rate estimates and test configuration. The protocol
SHALL be designed so that, under the adopted adversarial model, the verifier’s accessible
information about any secret sequence is bounded by a negligible function of the security
parameter after randomness extraction (Clause 12).

4. Error indicators and thresholds. In PV-EQRNG protocols based on parity constraints
(e.g. XOR conditions among three or four strings [2,11,12]) the fraction of parity violations
(often referred to as a QBER-type parameter) SHALL be used as an input to entropy
estimation and to the decision whether to accept or reject a data block. Acceptance
thresholds SHALL be specified and justified based on a conservative security analysis.
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5. Public test suites and transparency. The statistical tests, parameters, and pass/fail
criteria used by the public verifier SHALL be publicly specified and SHALL be repro-
ducible by any external party using the published data, in line with the public randomness
certification paradigm [2,11,17,28].

10.5 Relation to DI and SDI security notions

EQRNG protocols considered here share conceptual similarities with DI and source-device-
independent (SDI) QRNGs [24-26,29,32] but differ in that the central certification mechanism is
based on entangled multi-qubit parity structures and statistical “entanglement” among multiple
classical sequences, rather than directly on Bell inequality violation.

Implementations MAY additionally embed Bell tests or entanglement witnesses [35] to strengthen
quantumness certification; if so, the mapping from observed Bell parameters or witnesses to min-
entropy SHALL be documented, referencing appropriate security proofs.

10.5.1 Device-dependence profiles of PV-EQRNG

The PV-EQRNG protocols based on multi-qubit parity-entangled states and XOR, constraints,
as specified in Clauses 7, 8 and 11, are naturally formulated in a device-dependent (EQRNG-
1) security model. The source, measurement devices and control electronics are modelled and
trusted at the level of their relevant quantum degrees of freedom, and entropy bounds are derived
from this model, from observed parity-violation rates and from standard detector parameters.
[2,10-12]

In principle, PV-EQRNG architectures can also support semi-device-independent or device-
independent profiles by adding an explicit entanglement verification phase based on Bell or
Bell-like inequalities:

e In an SDI realisation, some components (e.g. the source) may be treated as untrusted black
boxes with dimension or energy constraints, while others (e.g. detectors) remain modelled.
A subset of qubits and measurement rounds is devoted to tests of suitable inequalities
(CHSH-type for bipartite cuts, or multi-partite inequalities for larger n), with outcomes
revealed and used to bound the entropy available in the remaining rounds.

e In a DI realisation, measurement settings and outputs on spatially separated subsystems
of the entangled state are chosen and recorded in a standard DI QRNG configuration.
[24-27] A random subset of rounds (including bits drawn from all sequences, possibly
including those that are otherwise secret) is sacrificed and disclosed in order to estimate
Bell parameters. The remaining rounds are then used within the PV-EQRNG structure:
one or more sequences serve as public verification strings, and others remain secret but
inherit both the DI entropy guarantees and the statistical linkage to the public strings
provided by the multi-qubit parity structure.

When such an additional DI/SDI phase is present and analysed according to the references
in Clause 2, an implementation may claim conformance to EQRNG-2 or EQRNG-3 in addition
to EQRNG-1, and SHALL state clearly which subset of modes and outputs enjoy DI/SDI guar-
antees and which are analysed in a device-dependent model. The fundamental limitation that
no finite DI or PV-EQRNG procedure can provide absolute, assumption-free certainty about
the randomness of specific secret bit strings (see Clause 10.6.5) remains unaffected by the choice
of profile; what changes is the set of assumptions under which quantitative entropy bounds are
derived.
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10.6 Limitations of device-independent randomness certification for public
verification under secrecy

A large body of work on entanglement-based QRNGs is concerned with device-independent (DI)
or semi-device-independent (SDI) certification of randomness. [13,14,24-27,29,30,32] In these
schemes, entanglement is demonstrated and quantified through observed non-local correlations
(typically Bell inequality violations), and those correlations are converted into lower bounds on
the conditional min-entropy of certain output bits. The resulting devices are often described as
“certified entanglement-based QRNGs” or “certified DI/SDI QRNGs”.

This Clause clarifies a distinction between such DI/SDI certification of randomness and the
notion of public randomness verification under secrecy implemented by Jacak-type entanglement
QRNGs with multi-string outputs and parity constraints. [1-5,10-12] The two concepts are
complementary but not equivalent.

10.6.1 What DI/SDI certification actually certifies

DI and SDI QRNGs start from an abstract black-box model in which spatially separated devices
receive classical inputs (measurement settings) and produce classical outputs (measurement
results), with the only assumptions being, for example, no-signalling, free and independent choice
of settings, and bounded dimension or energy. [24,25,32,37] From the observed correlations one
estimates:

e a Bell parameter or other non-classicality witness (e.g. CHSH S, Mermin parameter, dimen-
sion witness);

e a lower bound on the min-entropy Hs(X|E) of some output variable X conditioned on an
adversary’s side information FE;

e a composable security parameter for the extracted randomness after privacy amplification /
randomness extraction. [24,26, 36]

This certification has two important features:

(a) It is device-level: the statement is about the behaviour of the black-box devices under certain
statistical tests, not about any particular secret bit string that is subsequently produced.

(b) It is typically one-sided with respect to secrecy versus publicity: either the outputs are meant
to be public (e.g. randomness beacons and expansion experiments), or they are meant to be
secret keys, in which case the raw key strings are never disclosed for external testing.

In current DI/SDI experiments, only a fraction of the raw data is ever made public: some
samples are sacrificed to estimate the Bell parameter and other figures of merit; the actual key or
private randomness is kept secret and is only subject to internal statistical checks and entropy
estimation within the laboratory or device. [13,14,24,26,29] A user or regulator can verify
that a device type is capable of producing certified randomness, but cannot independently test
the particular secret strings used in cryptographic applications, because revealing them would
destroy their secrecy.

10.6.2 Why CHSH-based certification alone does not provide public verification
of secret strings

Consider a DI or SDI QRNG intended to generate secret keys. The protocol might proceed as
follows:

e in each round, measurement settings are chosen at random and outcomes recorded;
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e a random subset of rounds (the “test” sample) is publicly revealed to estimate CHSH or
related parameters and verify a Bell violation;

e the remaining rounds (the “generation” sample) are kept secret and are processed into a key
by randomness extraction.

From the perspective of a third party (e.g. a regulator or remote relying party), the only
publicly available data are:

e the declared protocol and security model;
e the reported statistics of the test sample (Bell violation, error rates);

e possibly some aggregate information (e.g. average min-entropy per bit, number of extracted
bits).

What is not available is the ability to run strong classical randomness tests (e.g. NIST SP 800-
22, TestUO1) [17,28] on the actual secret key strings: those strings are deliberately never dis-
closed. From a cryptographic point of view this is entirely appropriate; from the point of view
of public verifiability of the randomness of specific secret strings it is a fundamental limitation:

(i) Public CHSH or Bell statistics certify that the device behaves, on average, in a way that
implies a non-zero entropy rate for the secret outputs under the model assumptions. [24,37]

(ii) They do not allow an external party to test the concrete secret key strings themselves; only
the manufacturer or local operator can analyse those strings directly.

(iii) Any attempt to publish or share the exact secret strings for testing would by definition
destroy their value as secret keys.

In other words, standard DI/SDI QRNGs provide strong theoretical and device-level guar-
antees, but they do not, by themselves, solve the problem: “How can a distant relying party be
convinced that these particular secret keys are of high randomness quality, without ever seeing
them?”

10.6.3 Jacak-type EQRNGs: structural linkage between secret and public strings

The Jacak entanglement-based QRNG protocols address precisely this gap by engineering multi-
partite entangled states whose measurement outcomes generate several classical bit strings with
enforced algebraic relations between them. [1-4,10]

In the simplest three-qubit construction (Family Bl in Clause 8), measurements on the
entangled state |Ux 4p) produce, round by round, three bits (A;, B;, C;) such that ideally

C; = A; ® B; (52)
for each position . Over many rounds this yields three sequences A, B, C that satisfy:

e individually, each of B and C is (ideally) a sequence of i.i.d. unbiased bits; [2, 3]

e structurally, A is a control sequence that determines whether the pair (B;, C;) is correlated
or anti-correlated, and Eq. (52) holds bitwise;

e any local imperfection (e.g. bias, misalignment, decoherence) affecting the randomness of B
necessarily affects C' in the same way, because both arise from the same entangled state and
the same physical pathway up to local relabelling. [2, 6]
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The EQRNG owner keeps one sequence, say B, as a secret random output and discloses
another, say C, as a public verification string. External Verification Centres (VCs) can then
run arbitrarily strong classical test batteries on C' (NIST SP 800-22, TestUO01, bespoke tests),
without ever seeing B. [2,4,17,28] Because of the enforced XOR structure and the symmetry
between B and C' at the state level, successful tests on C' imply that, except with small failure
probability, the unseen B has essentially the same randomness profile. [2,10-12]

This mechanism generalises to multi-qubit parity-entangled states: for an n-qubit configu-
ration one can design families of states in which n output sequences satisfy linear relations (e.g.
XOR constraints), with at most n — 2 sequences used as secret outputs and at least one sequence
reserved for public testing. [2,3,10] The key point is that the linkage between secret and public
strings is enforced per bit and per block by the entanglement structure, rather than only at the
level of aggregate Bell parameters.

10.6.4 Implications for other entanglement-based QRNGs

The above reasoning does not imply that DI/SDI or other entanglement-based QRNGs are
insecure or that their certification is invalid; on the contrary, they provide some of the strongest
security guarantees currently available for QRNGs in adversarial settings. [13,14,24-27] However,
it highlights a structural limitation:

e DI/SDI certification, as typically formulated, guarantees that a device produces high-entropy
outputs under certain tests and assumptions, but it does not, by itself, give an external party
a way to publicly test the particular secret strings used in a cryptographic deployment.

e To achieve bit-string-level public verification under secrecy, an entanglement-based QRNG
must be designed so that each secret string is paired with one or more public verification
strings that share its randomness properties by construction. The Jacak protocols and their
photonic realisations provide explicit examples of such designs, based on multi-qubit parity-
entangled states and XOR relations between output sequences. [2-5,10-12]

In principle, other entanglement-based QRNG architectures could be extended to incorporate
similar multi-string entanglement structures and thus obtain public verification under secrecy.
At present, however, Jacak-type EQRNGs and their descendants appear to be the only explicitly
analysed family of protocols that engineer this property at the protocol level, rather than relying
solely on Bell-inequality-based certification of the device as a whole. Further research on com-
bining DI/SDI techniques with multi-string entanglement-based public verification is identified
as a future work item in Clause 15.

10.6.5 Fundamental limits of randomness certification and role of PV-EQRNG

It is important to emphasise that, regardless of the approach—whether device-independent
QRNG (DI-QRNG) or publicly verifiable entanglement-based QRNG (PV-EQRNG)—one can-
not, in a fully assumption-free sense, realise the scenario in which the QRNG owner performs
some public test that convinces a third party indisputably, i.e. with mathematical certainty and
without any modelling assumptions, that a specific secret random string was generated by a
certified physical QRNG device.

In more detail:

e In DI-QRNG, Bell/CHSH inequality violations are not generic randomness tests in the
algorithmic sense; rather, they quantify non-classical correlations which, under a clearly
stated set of assumptions (validity of quantum mechanics, no-signalling, independence of
settings, secure laboratories, correct implementation of the protocol, honest data handling,
etc.), can be converted into rigorous lower bounds on the entropy of the outputs. [24-26,37]
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Even if a device exhibits a strong Bell violation on some sample, there is no way—purely
from physics and without auxiliary assumptions about the device and its operation—to
prove in an indisputable way that all remaining secret outputs come from the same source
and are generated in the same, well-characterised physical process. In particular, one can
never rule out, with logical certainty, that the device behaves differently when not being
tested, or that an adversary has stored or precomputed some of the outputs.

¢ In PV-EQRNG, the situation is conceptually similar. Public randomness tests on disclosed
sequences can provide strong evidence (and, within a suitable model, quantitative security
bounds) that the undisclosed sequences have the same statistical properties. The multi-
qubit entanglement structure ensures that secret and public strings are generated from the
same measurement pattern and obey the same parity /XOR relations (cf. Clauses 7 and 8).
Nevertheless, these conclusions still rely on assumptions about the physical device, its
stability over time, the validity of the entanglement model and the correctness of the
implemented protocol. They cannot yield an absolute, assumption-free guarantee that the
secret randomness has exactly the same properties as the tested public part.

The only fundamentally reasonable scenario is therefore that the physical owner/controller
of a QRNG device, who has direct control over the hardware and its environment, wishes to
verify its quality to a level that is sufficient for their application and threat model. Even in this
scenario, however, several non-trivial issues arise:

e There is no general mathematical theorem stating that (even idealised) infinite statistical
testing of measurement-result correlations —for example, confirming the existence and
quality of quantum entanglement by estimating Bell/CHSH parameters or multi-partite
correlation functions —is equivalent to applying a universal randomness test in the sense
of algorithmic randomness theory. Universal tests of randomness (e.g. in the sense of
Martin-Lof) do exist, but they are not computable and therefore cannot be implemented
as practical iterative statistical tests on a physical device.

e Likewise, there is no mathematical proof that finite statistical testing of Bell/CHSH viola-
tion is equivalent to testing the randomness of a finite generated sequence by exhaustively
checking the empirical frequencies of all patterns of length up to the sequence length
against their ideal probabilities. Such an exhaustive pattern test scales exponentially with
pattern length (there are 2% different binary patterns of length k), and is therefore in-
feasible in practice beyond modest k. In contrast, Bell-type tests involve a fixed set of
correlators whose number does not grow with the tested sequence length; longer sequences
only improve the confidence with which those correlators are estimated.

e The experimental procedures used to certify entanglement and to test Bell/CHSH in-
equalities are themselves subject to various imperfections (e.g. detector inefficiencies, mis-
calibrations, time-tagging errors and other implementation loopholes) which can mask
imperfections of the underlying entanglement. In other words, the observed violation may
be limited not only by the quality of entanglement, but also by errors in the process of
entanglement certification.

e The computational resources of the QRNG owner (or the system that integrates the
QRNG, such as a terminal, server, or embedded controller) are always finite and, in re-
alistic deployments, often quite modest. This places a practical ceiling on the complexity
and depth of locally executed randomness tests and statistical analyses on secret outputs.

Even if one views Bell/CHSH-based certification and classical randomness testing as parts of
a single, idealised randomness-certification workflow, one still faces the fundamental limitation
that perfect “certainty” about randomness is unreachable: any physically realisable statistical
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test or certification procedure can only bound the probability that the device’s behaviour de-
viates from the ideal model; it cannot reduce that probability to zero. Approaching very high
confidence levels typically leads to resource requirements that scale superlinearly (and, in many
simple test families, exponentially) with the target confidence and with the length and structure
of the tested sequences. Locally, those resources are always limited.

In this perspective, the PV-EQRNG protocol offers a qualitative advantage over purely DI-
QRNG concepts with respect to who must provide the computational resources. While in both
DI and PV-EQRNG architectures entanglement certification can (in principle) be carried out,
PV-EQRNG protocols are explicitly designed so that arbitrarily complex statistical tests on one
of the generated sequences can be safely outsourced and performed publicly by one or more
third parties, without compromising the secrecy of the remaining sequences that will later be
used cryptographically.

Any concept of randomness certification performed on the secret strings themselves by anyone
other than the physical owner/controller of the QRNG is therefore inherently limited: a remote
party cannot check a secret sequence without seeing it. In particular, QRNG-as-a-service ar-
chitectures (for example, remote QRNG access over the network, or services based on small
entanglement-capable quantum computers) always require a high degree of trust in the service
provider. Security in such models ultimately reduces to the security of the classical mechanisms
used to deliver and authenticate the random bits (e.g. asymmetric cryptography, secure channels
and hardware security of the provider). From the end-user’s perspective, the overall security
level is then limited by the weakest link in this classical cryptographic and operational stack,
rather than by the intrinsic quantum randomness alone.

10.7 Summary of mandatory security requirements

An EQRNG protocol that claims conformance with this Clause SHALL:

e declare its security objectives and adversarial model(s) (M1-M3);
e provide a threat analysis covering at least the categories in this Clause;

e specify how parity-error indicators, entanglement metrics and device parameters influence
entropy estimates and acceptance criteria;

e define public-verification data flows such that disclosure of verification strings does not
compromise the secrecy of cryptographic outputs, within the stated adversarial model;

e provide a mapping from observed statistics to a conservative lower bound on conditional
min-entropy, used as input to the extraction stage (Clause 12).

11 Implementation profiles and physical realizations

This Clause defines abstract implementation profiles for EQRNG protocols and describes typical
physical realizations, with emphasis on photonic multi-qubit entanglement as demonstrated in [2,
6,10-12]. It operates at an architectural level; detailed device-level requirements and calibration
procedures are specified in platform-specific implementation guidelines and conformance test
suites.

The profiles described here are intended to capture key design patterns; an implementation
MAY define additional profiles provided they remain compatible with the functional and security
requirements of Clauses 9 and 10.
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11.1 General implementation considerations

Any EQRNG implementation SHALL clearly separate:

1.

the quantum entropy source, where entangled multi-qubit states are prepared, distributed
and measured (e.g. photonic SPDC sources, multi-photon graph-state sources, or multi-
qubit gates on trapped ions or superconducting qubits);

. the classical control and acquisition subsystem, which configures quantum operations (gates,

phase shifters, modulators), synchronises triggers, stores raw measurement outcomes and
handles data flow to verifiers and users;

the post-processing subsystem, which performs entropy estimation, randomness extraction
and statistical testing in accordance with Clause 12; and

. the public verification interface, where applicable, used to deliver verification strings and

receive test results from a public verifier or verification centre (VC) [1,4,11].

Interfaces between these subsystems SHALL be specified in a way that supports security
analyses of Clause 10 and interoperability with external systems. In particular:

quantum-—classical boundaries (e.g. detector outputs, timing signals) SHALL be docu-
mented and protected against tampering;

data formats for raw, intermediate and final outputs SHALL be specified, including bit
ordering and metadata;

control interfaces SHALL be access controlled, authenticated and auditable.

11.2 Reference implementation profiles

The following reference implementation profiles are defined. A concrete device MAY claim
conformance to one or more profiles.

11.2.1 Profile P1: Three-qubit PV-EQRNG with public verification

Profile P1 corresponds to the minimal practical EQRNG realised with n = 3 entangled qubits
in states of the form described in [2,10,11]. In this profile:

The quantum source SHALL prepare three-qubit entangled states that are equal super-
positions of computational basis states with fixed parity and equal probabilities (as in
Egs. (12)—(15) of [10]), realising the Jacak-type three-qubit parity-entangled states.

Local projective measurements in the computational basis SHALL yield three classical bit
strings X4, Xp, X¢ satisfying an XOR relation of the form X4 & Xp = X¢ up to an
observed rate of parity violations [2,11].

One string (e.g. X4) SHALL be designated as the primary verification string; one string
(e.g. Xp) SHALL be designated as a cryptographic output after extraction; the remaining
string SHALL be reserved as never-disclosed auxiliary secret in accordance with [2,10].

The physical realization MAY use polarization qubits, time-bin qubits, path-encoded
qubits, or other degrees of freedom, provided that the resulting state is equivalent (up
to local unitaries) to the required three-qubit parity-entangled state.

The implementation SHALL specify:
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e the method of entanglement generation (e.g. SPDC in nonlinear crystals, integrated pho-
tonic sources);

e the optical or physical path layout, including beam splitters, waveplates, fibre links and
detectors;

e synchronisation and timing constraints (coincidence windows, jitter tolerance);

e calibration procedures for maintaining entanglement quality, referencing techniques such
as quantum state tomography, Bell-inequality tests or entanglement witnesses [7,8,35];

e typical and maximum achievable bit rates and their dependence on pump power, entan-
glement visibility and detector performance, as in [2,11].

11.2.2 Profile P2: Four-qubit photonic PV-EQRNG

Profile P2 covers four-qubit photonic implementations, such as those using photon pairs entan-
gled in polarization and path degrees of freedom [12].
In this profile:

e The source SHALL produce two photons entangled in polarization (e.g. Bell state ‘\I/JAF B>)
which are then mapped through polarising and non-polarising beam splitters, half-wave
plates and other linear optical elements into a four-qubit entangled state distributed across
polarization and path modes A, B, C, D [12].

e The generated state SHALL be equivalent (up to local unitaries) to a four-qubit parity-
entangled state in which computational basis states with a fixed parity occur with equal
probability, enabling XOR constraints such as

Xa0Xp®Xc®Xp=0 (53)
or other specified linear relations.

e Measurement setups at the two spatially separated stations (e.g. Alice and Bob) SHALL
allow independent local projective measurements on each subsystem and SHALL support
multiple configurations for:

1. PV-EQRNG operation (one or more sequences disclosed);
2. entanglement verification (e.g. CHSH tests, visibility measurements);
3. optional key-generation or additional randomness-generation modes, where applicable

[12].

e The implementation SHALL include mechanisms to characterise and monitor entangle-
ment visibility, CHSH parameter S, parity-error rates and noise processes, and SHALL
map these to bit-generation rate, test performance (e.g. NIST tests) and entropy estimates
in a way consistent with observed data [11,12].

Figure 7 shows a gate-level realisation of a four-qubit random-correlation generator with
three auxiliary qubits, aligned with the abstract description of Profile P2.
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Figure 7: Quantum gate scheme of a random-correlation entanglement generator with a four-
qubit entangled state and three auxiliary qubits X, Y and Z. Subfigure (a) corresponds to a
fixed four-qubit entangled-state type, while subfigures (b) and (c) include a random selection
among several such types. Double lines indicate classical control paths carrying measurement
outcomes that influence subsequent gate operations. This figure SHALL serve as a reference
pattern for four-qubit PV-EQRNGs in Profile P2.

11.2.3 Profile P3: Multi-qubit scalable EQRNG

Profile P3 generalises P1 and P2 to n > 4 entangled qubits, in line with the evolution described
in [2,4,10].
In this profile:

e The implementation SHALL define a family of n-qubit entangled states that generalise
the parity-based constructions, ensuring that measurement in the computational basis
yields n bit strings with identical or near-identical statistical quality and specified XOR
constraints, as in Egs. (13)—(15) of [10].

e The number of usable secret sequences SHALL be at most n—2, with at least one sequence
reserved for public verification and at least one sequence reserved as non-disclosed auxiliary
secret, as per [2,10].

e The architecture MAY be photonic (e.g. multi-mode integrated waveguides, multi-photon
graph states [10]), trapped-ion, superconducting qubit, or other scalable platform, provided
that it maintains the required entangled-state family and supports the public-verification
workflow.

e The device SHALL support configuration of the block size, number of sequences used for
verification, and the mapping of physical qubits to logical sequences, and SHALL document
the effect of these choices on entropy, throughput and implementation complexity [4, 6].

Figure 8 illustrates gate-level constructions for three-qubit, four-qubit and generic (k + 1)-
qubit entanglement generators that are compatible with Profile P3. These schemes SHALL be
interpreted as reference patterns for scalable Jacak-type EQRNG implementations.
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Figure 8: Representative quantum gate schemes for entanglement-based QRNGs. Panel (a)
shows a circuit for a three-qubit protocol, panel (b) a four-qubit extension, and panel (c) a general
(k + 1)-qubit construction. Each circuit follows the Jacak-style pattern of applying single-qubit
Hadamard gates and controlled operations to generate families of parity constrained entangled
states. Double lines represent classical control wires associated with measurement results that
condition later gates. Systems claiming conformance to Profile P3 SHALL implement gate
patterns that are locally equivalent to one of these schemes.

11.3 Non-photonic implementations (informative)

Non-photonic EQRNGs MAY be built on trapped ions, neutral atoms, superconducting circuits,
spin qubits, or hybrid platforms, following the same multi-qubit entanglement and parity prin-
ciples. In such cases the general requirements of this Clause still apply, but the physical-layer
details (e.g. cooling, trapping, microwave control, decoherence management) fall outside the
scope of the present document and SHALL be specified in technology-specific implementation
guides.

11.4 Integration with external systems

Where an EQRNG is integrated with cryptographic systems (e.g. QKD, secure key management
services, hardware security modules), the implementation SHALL ensure that:

e the EQRNG entropy source is cryptographically independent of pseudorandom generators
or other deterministic components used in the same system;

e interfaces to key-management systems and, where relevant, QKD key-delivery APIs (such
as those specified in [18]) are clearly separated from public-verification interfaces;

e security analyses consider potential cross-coupling between EQRNG and other subsystems,
in particular side channels that might link entangled states used in EQRNG and other
quantum subsystems;

e the role of the EQRNG in the overall security architecture (e.g. seed generation for PRNGs,
direct supply of keys) is documented and consistent with the assumptions in the crypto-
graphic protocol specifications.

Figure 9 provides a high-level protocol diagram of a multi-qubit entanglement-based QRNG
with public randomness verification, combining the quantum-entropy source, classical control,
extraction and verification subsystems described in this Clause.

11.5 Implementation-profile conformance
An implementation claiming conformance with a profile defined in this Clause SHALL:
1. identify the profile(s) (P1, P2, P3, or additional profiles defined in future extensions) and

the underlying protocol family as in Clause 8;
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Figure 9: Protocol-level architecture of a multiqubit entanglement-based QRNG with public
randomness verification. The diagram shows the preparation of multipartite entangled states,
local measurements producing multiple bit sequences, classical control and synchronisation, the
randomness extraction and post-processing module, and the interface to one or more Verification
Centres (VCs) for public testing. Implementations claiming conformance to PV-EQRNG profiles
SHALL provide an architecture that is functionally equivalent to this structure.

2. provide a high-level schematic of the quantum and classical subsystems, including entan-
glement generation, measurement, control and interfaces;

3. document calibration, monitoring and fault-handling strategies for maintaining entangle-
ment quality and controlling parity-error rates;

4. demonstrate that the generated states and measurement outcomes satisfy the structural
properties (parity, XOR relations, indistinguishability of sequences) used in the security
and extraction analyses;

5. document the achieved bit rates, test results (e.g. NIST, TestU01) and observed entangle-
ment metrics, including their stability over time [2,11,12].

12 Randomness extraction, post-processing and statistical test-
ing

This Clause specifies requirements for transforming raw measurement outcomes from EQRNG
implementations into final random outputs suitable for cryptographic and other high-assurance
applications. It covers entropy estimation, randomness extraction, optional post-processing, and
statistical testing, including publicly verifiable testing.

The requirements apply to all EQRNG classes and profiles, with specific attention to multi-
qubit parity-based schemes with public randomness verification as in [2,4,10-12].

12.1 Raw data and entropy estimation

Raw data are defined as the bit strings obtained directly from projective measurements on
entangled quantum states, prior to any extractor or post-processing. For PV-EQRNGs this
includes both verification strings and candidate secret strings (e.g. X4, X5, X¢, Xp) [2,10-12].
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1. Implementations SHALL record sufficient metadata (e.g. block size, time stamps, basis set-
tings, entanglement metrics, parity-error rates, detector statistics) to support reproducible
entropy estimation and post-hoc forensic analysis.

2. Entropy estimation SHALL provide a conservative lower bound on the conditional min-
entropy of the raw secret strings given the adversary’s side information, consistent with the
declared adversarial model (M1-M3) and employing techniques such as those described
in [2,7,11,16,36,37].

3. For PV-EQRNGs, the structural relations between sequences (e.g. XOR constraints) and
the observed rate of parity violations SHALL be explicitly included in the entropy model,
following the analyses in [2,10-12].

4. The entropy model SHALL state clearly the assumptions on independence between rounds,
stationarity of the source, and possible memory effects; finite-size corrections SHALL be
applied where appropriate.

12.2 Randomness extraction and entropy compression

Randomness extraction transforms raw data with imperfect entropy into nearly uniform ran-
dom bits, typically using strong seeded extractors based on two-universal hashing or related
constructions [36,47-49].

12.2.1 Extractor requirements

1. The extraction function SHALL be a strong seeded randomness extractor (e.g. Toeplitz
hashing, families of two-universal hash functions, Trevisan-type extractors) suitable for
use against quantum side information, as required by [36,37].

2. The seed used by the extractor SHALL be generated from a source independent of the raw
EQRNG data or SHALL be derived from the same EQRNG under a composable security
analysis that accounts for seed reuse. In all cases, seed generation and handling SHALL
be documented, including seeding frequency and any re-keying policy.

3. The extraction parameters (output length, security parameter, seed length) SHALL be
chosen such that the trace distance between the extractor output and the ideal uniform
distribution is at most 27 for a configurable security parameter X\. The choice of A SHALL
be documented and justified.

4. In PV-EQRNG scenarios where verification strings are disclosed to a public verifier, extrac-
tion SHALL be applied only to secret strings, and the entropy analysis SHALL condition
on any information revealed by or to the verifier, including the verification string itself,
parity error-rate estimates and any published statistics [2,11,12].

12.2.2 Entropy compression in the presence of errors and side information

Implementations SHALL treat any observed deviation from the ideal entanglement correlations
or ideal device model as a reduction of the effective min-entropy of the raw output strings.

e For Jacak-type PV-EQRNG protocols and related multi-qubit parity schemes, the relevant
observables include, but are not limited to:

— the empirical frequency with which the correlation rule is violated (e.g. observed rate
of positions where C; # A; ® B; or A; & B; ® C; & D; # 0);
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— entanglement visibility or deficits in Bell-type parameters (e.g. CHSH parameter S
below its ideal value);

— detector error rates, dark counts and other hardware-level error indicators [11,12].

e The implementation SHALL incorporate these observables into its entropy-estimation
model, yielding a conservative lower bound Huo(Ryaw | E) on the min-entropy of the raw
output conditioned on potential side information F.

e A randomness extractor SHALL then compress Ry, to an extracted output Rext of length
é S Hoo(Rraw ’ E) - Aa

where A is a security margin determined by the target trace-distance parameter and
the finite-size analysis. The choice of extractor family and implementation (e.g. Toeplitz
matrices, FFT-based hashing) SHALL be documented.

e If the estimated min-entropy per bit falls below a specified threshold hAmiy (e.g. due to
excessive correlation errors or loss of entanglement quality), the implementation SHALL
either abort the affected block or mark the corresponding output as not meeting the target
security level and SHALL NOT label it as cryptographically secure.

In implementations that re-use hardware or analysis tools originally developed for QKD or
DI QRNGs, it may be convenient to express error rates using QKD terminology (e.g. “quantum
bit error rate”, QBER) and to adopt privacy-amplification-style formulas for the output length.
In this case:

e The use of QBER-based formulas MAY be adopted as an implementation choice, pro-
vided that the mapping from the measured error parameter(s) to Hoo(Ryaw | E) is clearly
specified, justified for the EQRNG setting and conservative.

e Any reuse of QKD finite-size or privacy-amplification analysis SHOULD be explicitly jus-
tified as applicable to the EQRNG threat model, and all assumptions (e.g. on independence
of rounds, stationarity, and adversary capabilities) SHALL be stated.

The term “privacy amplification” SHALL NOT be used in this standard for the generic
post-processing of EQRNG outputs; instead, the generic term “randomness extraction” SHALL
be used. The expression “privacy amplification” MAY be used only in informative notes re-
ferring to QKD-derived analyses when an EQRNG protocol is tightly integrated with a QKD
system and the assumptions can be clearly matched.

12.3 Optional post-processing

Beyond core extraction, implementations MAY apply additional post-processing steps, such as:

e format conversion (e.g. mapping bits to integers, floating-point variates, or other statistical
distributions);

¢ buffering, framing and encoding for transport protocols and storage (e.g. framing random
data into records, packets or messages);

e combination with pseudorandom generators to expand high-quality entropy into longer
streams under well-defined assumptions [15, 16].

Such post-processing SHALL NOT be relied upon to increase entropy or repair systematic
biases; its role SHALL be clearly distinguished from extraction. If post-processing includes
deterministic expansion (e.g. PRNGs), the device documentation SHALL state clearly which
portions of the output are information-theoretically random and which are computationally
secure only under additional assumptions.
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12.4 Statistical testing

Statistical testing complements, but does not replace, entropy-based security analysis. Testing
SHALL be used for:

1.

Design-time validation. Offline testing of large data sets from prototype devices, using
established suites such as NIST SP 800-22, TestU01, and QRNG-specific tests [2,7,8,11,
17,28].

. Run-time health testing. Online tests applied to shorter blocks to detect catastrophic

failures, drifts or mode changes, as recommended in [15, 16, 19]. These tests SHALL
be chosen to be lightweight enough not to compromise throughput while still detecting
significant deviations.

Public randomness verification. Testing conducted by an external verifier or VC on
disclosed verification strings in PV-EQRNG protocols [1,2,4,11,12].

12.4.1 Test selection and configuration

Test suites SHALL include tests targeting monobit frequency, runs, serial correlation,
spectral properties, linear complexity, pattern occurrences and other relevant aspects,
chosen in light of known weaknesses of QRNG implementations [7,8,11,17].

The significance level(s), block sizes and total sample sizes SHALL be specified and justi-
fied. Multiple-comparison effects (e.g. p-value distributions across many tests) SHALL be
taken into account when interpreting results.

For PV-EQRNGs, the public verifier’s test configuration SHALL be published and SHALL
be reproducible by independent parties using the published verification strings [2, 11, 28].

Where very large test batteries or long sequences are used (e.g. cloud or HPC-based VCs
as envisaged in [2]), the computational assumptions (e.g. maximum testing delay) SHALL
be documented.

12.4.2 Acceptance criteria and actions

1.

Implementations SHALL define objective acceptance criteria (e.g. bounds on the fraction
of tests that may fail, or p-value distribution tests) and SHALL specify the actions to be
taken on failure (e.g. discard outputs, raise alarms, trigger recalibration).

. For run-time health tests, transient failures MAY trigger temporary suspension of output

or switching to a degraded mode; persistent failures SHALL result in output suppression
until the root cause is addressed.

In PV-EQRNG protocols, if the verifier rejects the verification string, the corresponding
secret strings SHALL NOT be used and SHALL be securely discarded, in accordance
with [1,2,11,12].

12.5 Conformance requirements for extraction and testing

An EQRNG protocol and implementation claiming conformance with this Clause SHALL:

provide a documented entropy model and conservative min-entropy bounds for raw outputs
under the declared adversarial model;

implement a strong seeded extractor with specified security parameter and seed manage-
ment, in line with [36,37,49];
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e clearly separate extraction from non-entropic post-processing and document which outputs
are information-theoretically random;

¢ specify design-time and run-time statistical test suites, parameters and acceptance criteria,
and document how test results influence operational decisions (e.g. abort, degraded mode);

¢ in PV-EQRNG settings, define the interaction between public testing and private extrac-
tion, ensuring that disclosure of verification strings and test outcomes is properly accounted
for in the entropy and security analysis, as in [2,10-12].

13 Use cases and deployment profiles

This Clause maps the entanglement-based QRNG (EQRNG) profiles defined in Clauses 8, 9, 10
and 11 to application domains and deployment patterns.

Use cases are grouped by the required assurance level and by whether public randomness
verification, multi-party functionality, or device-independence are required. The general QRNG
application guidance of [7-9] and the EQRNG conceptual framework of [2,6,10] are taken into
account.

13.1 General principles

e EQRNG outputs used for cryptographic or safety-critical applications SHALL be the ez-
tracted outputs defined in Clause 12, not raw detector data.

e For each deployment the required conformance profile (Family, Class and Implementation
Profile) as defined in Clauses 8-11 SHALL be specified.

e Where regulatory or contractual frameworks impose additional requirements on entropy
sources (e.g. ISO/IEC 18031, NIST SP 800-90B, ITU-T X.1702, TEC GR/QS-91020)
[15,16,19,33], the EQRNG deployment SHALL satisfy both those generic requirements
and the EQRNG-specific requirements of this standard.

e Use of EQRNGs in roles beyond those listed in this Clause MAY be considered, provided
the entropy and threat models are explicitly analysed and documented.

13.2 Cryptographic key and seed generation
13.2.1 High-assurance key generation

EQRNGs are natural candidates for generating secret keys and seeds for cryptographic mecha-
nisms including, but not limited to, symmetric encryption, message authentication, public-key
schemes and post-quantum cryptography [7,8].

e Secret keys and seeds used directly in cryptographic modules (e.g. HSMs evaluated against
FIPS 140-3 or ISO/IEC 19790) [50,51] SHALL be generated by EQRNG profiles that:

— meet or exceed the entropy and security requirements of Clauses 9-12;

— declare at least adversarial model M1 (classical external adversary) and SHOULD
declare at least M2 (quantum side-information adversary);

— provide public or third-party verifiability of randomness (Profiles P1-P3 with public
verification) when required by policy or regulation.

e For long-term or root keys, operators SHOULD favour profiles with public verification
and multi-qubit entanglement (Families B or D; Classes EQRNG-1 or EQRNG-2; Imple-
mentation Profiles P1-P3) as these allow independent assessment of randomness quality
without key disclosure [1,2,11,12].
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13.2.2 Seeding deterministic generators

Deterministic random bit generators (DRBGs) in cryptographic modules are often seeded from
physical sources [15,16].

e When an EQRNG is used to seed a DRBG, the entropy contributed by the EQRNG
SHALL be sufficient on its own to meet the security goals for the DRBG, i.e. a seed of
length s SHALL provide at least s bits of min-entropy under the relevant adversarial
model.

e The seeding interface SHALL ensure that seed bits are not reused in a way that under-
mines the min-entropy guarantees, unless such reuse is covered by a composable security
proof.

e Where public verification is available, EQRNG operators SHOULD provide evidence that
verification strings obtained under the same operating conditions pass the specified test
suites with the required confidence.

13.3 Public randomness services and beacons

Randomness beacons provide publicly accessible sequences of random values that can be used
in lotteries, public decision-making, scientific experiments and cryptographic protocols [27].
Device-independent randomness expansion has been proposed and implemented for such services
24,26, 27].

e EQRNG profiles with public verification SHALL be preferred for public randomness ser-
vices where transparency and auditability are mandatory. The design SHALL allow any
external party to re-run the randomness tests applied by the provider.

e Where the service simultaneously provides public randomness and secret randomness (e.g.
Jacak-type PV-EQRNGs and related schemes) [1,2,10-12], the mapping between public
and secret outputs SHALL be documented and analysed as in Clauses 10 and 12.

e For deployments that require traceable randomness (e.g. in metrology, standardisation
trials or public audits) the service SHALL document:
— the EQRNG profile and implementation profile used;

— the test suites and parameters (NIST SP 800-22, TestU0O1, DI or SDI certification
where applicable);

— the archival strategy for raw and processed data and for public verification reports.

13.4 Multi-party and distributed applications

Multi-qubit EQRNG protocols naturally support multi-party use cases, including secret splitting
and correlated randomness generation across distributed systems [2,6, 10].

13.4.1 Secret splitting and threshold control

e EQRNG Families C and D (GHZ-type and chain-type multi-qubit entanglement) MAY be
used to generate correlated bit strings shared among multiple parties. Protocols SHALL
specify which coalitions of parties can reconstruct a given secret string and which cannot.

e In threshold-control applications (e.g. joint authorisation of high-value transactions, nu-
clear command-and-control or critical infrastructure operations), multi-party EQRNG
schemes SHALL ensure that:
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— the absence of one or more required parties provably prevents reconstruction of the
secret randomness;

— any public testing conducted on one party’s data is properly accounted for in the
entropy analysis of the remaining parties’ data.

13.4.2 Cloud and network-based EQRNG services

e When EQRNG functionality is provided as a network service, the API and security bound-
aries SHALL be explicitly defined. In particular, the entropy source and extraction logic
SHALL be confined within a trusted execution boundary.

e For cloud-based deployments the provider SHALL document how entanglement is dis-
tributed across network links, what assumptions are made about intermediate nodes, and
how end users can verify that they receive independent high-entropy outputs.

o Where EQRNG services are combined with QKD infrastructures, the interactions between
the QRNG and QKD components (e.g. for basis selection or privacy amplification) SHALL
be documented, and cross-dependencies SHALL be considered in the security analysis.

13.5 Scientific and calibration applications

e EQRNG devices MAY be used for scientific experiments requiring true randomness (e.g.
Bell-test experiments, Monte Carlo simulations sensitive to bias, tests of fundamental
physics), provided the limitations of the entropy model and statistical tests are docu-
mented.

e Entanglement-based structures (e.g. the XOR consistency rule in three-qubit Jacak schemes
or multi-parity checks in multi-qubit schemes) MAY also be used as calibration and di-
agnostic tools for multi-qubit platforms, as deviations from the predicted parity relations
provide sensitive indicators of decoherence and crosstalk [2,6,10,12].

13.6 Applicability matrix

Annexes to this standard (informative) MAY provide matrices mapping:

e EQRNG Families (A-D), Classes (EQRNG-1-3) and Implementation Profiles (P1-P3),

e to use cases such as key generation, public beacons, multi-party control and calibration,

together with recommended minimum entropy targets, test suites and adversarial models for
each combination.

14 Conformance assessment and profile definitions

This Clause defines how to assess conformance of EQRNG protocols and implementations to
this standard and introduces conformance profiles that enable interoperable specification and
evaluation.

Conformance assessment SHALL cover protocol specification, implementation design, sta-
tistical behaviour and security properties under the declared adversarial model.
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14.1 Conformance items

The following items SHALL be assessed for any claimed EQRNG conformance:

1.

Protocol specification. Completeness and consistency of the abstract protocol descrip-
tion, including entangled-state family, measurement pattern, mapping between quantum
outcomes and classical sequences, and role of public verification.

. Entropy and security model. Correctness and conservativeness of the entropy esti-

mation model, including treatment of imperfections, QBER, and potential quantum side
information, in line with [2,7,10,11,36,37].

Implementation architecture. Separation of quantum, classical control, post-processing
and verification subsystems as required by Clause 11.

. Statistical behaviour. Empirical performance under test suites and health tests defined

in Clause 12 (design-time and run-time).

. Documentation and traceability. Availability of documentation and logs allowing

independent verification of conformance claims, including test reports and calibration pro-
cedures.

14.2 Conformance profiles

To facilitate comparison and procurement, this standard introduces EQRNG conformance pro-
files. A profile is a tuple

IT = (Family, Class, Implementation, Security, Verification),

where:

Family is one of the protocol families defined in Clause 8 (e.g. two-qubit Bell, Jacak
three-qubit parity chain, GHZ multi-party, DI/SDI schemes).

Class is EQRNG-1, EQRNG-2 or EQRNG-3 as defined in Clause 1, corresponding to
device-dependent, SDI-like and DI-like security models, respectively.

Implementation is one of the implementation profiles P1-P3 (or extensions) defined in
Clause 11.

Security specifies the adversarial model (M1-M3 from Clause 10), the target min-entropy
per bit, and the security parameter (e.g. trace distance 27).

Verification specifies whether public verification is supported and, if so, which test suites
and interfaces are used.

Profiles SHALL be denoted by profile identifiers, for example:

e EQRNG-1/B/P1/M2/PV for a device-dependent three-qubit Jacak EQRNG (Family B, Profile

P1) secure against M2 with public verification.

e EQRNG-3/A/P1/M3/DI for a DI Bell-pair-based QRNG using observed Bell violation with

no public verification of application strings.
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14.3 Conformance assessment process

Conformance assessment SHALL be conducted according to a documented process that in-
cludes, at minimum:

1. Document review. Verification that the protocol and implementation documentation
covers all items required by Clauses 9-12 and clearly specifies the claimed profile II.

2. Laboratory testing. Execution of physical-layer and statistical tests using independent
measurement equipment and toolchains where possible. For photonic implementations this
SHALL include verification of entanglement visibility, Bell parameters or entanglement
witnesses, as applicable [11,12,35].

3. Security evaluation. Analysis of the device under the claimed adversarial model, includ-
ing inspection for obvious side channels and review of entropy estimation and extraction
methods.

4. Report generation. Production of a conformance report summarising the tests per-
formed, the results obtained and any deviations or conditions. The report SHALL indi-
cate whether the device conforms to the claimed profile(s) and under what assumptions.

Conformance evaluation may be performed by internal teams, independent laboratories (e.g.
accredited under ISO/IEC 17025) or certification bodies. Where results are used to support
regulatory or high-assurance deployments, independent evaluation is strongly recommended.

14.4 Levels of conformance

The following qualitative levels of conformance are defined:

Base conformance. The implementation satisfies all mandatory requirements of Clauses 9-12
and declares at least one profile IT with documented test results.

Enhanced conformance. In addition to Base conformance, the implementation:

e undergoes independent laboratory testing;
e provides public access to representative verification data and test configurations;

e offers additional device-independent or SDI assurances where applicable (e.g. embed-
ded Bell tests).

Certified conformance. The implementation has been evaluated by a recognised certification
body according to a formal scheme that references this standard and possibly other stan-
dards (e.g. ISO/IEC 19790, FIPS 140-3). Certified conformance is outside the direct scope
of this document but M AY be based on it.

14.5 Profile evolution

New profiles, families and implementation patterns MAY emerge as entanglement platforms
and security analyses develop. Future revisions of this standard SHALL provide mechanisms
for registering and documenting such profiles while maintaining backward compatibility with
existing deployments.

15 Future work and extensions

This Clause summarises technical and standardisation topics that are expected to require further
work. It is informative in nature but provides guidance for future revisions of this and related
standards.
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15.1 Public verifiability under secrecy versus device-independent certifica-
tion

A large body of work on entanglement-based QRNGs is devoted to various forms of certification
of randomness: device-dependent certification based on detailed physical models, [7-9] semi-
device-independent (SDI) certification under dimension or source assumptions, [13, 14, 30, 32]
and fully device-independent (DI) certification based on Bell inequality violations. [24-27,29] In
all of these schemes, entanglement plays a central role: it enables either a non-classical entropy
source (Bell pairs, GHZ states, single-particle entanglement) or non-local correlations used to
bound an adversary’s information. The output bits are then said to be certified random in
the sense that, under the assumptions of the relevant model, a lower bound on the conditional
min-entropy of the output string is derived from observed statistics such as CHSH violation,
visibility or error rates.
However, there is an important conceptual distinction between:

(a) certifying that a device generates randomness according to a specified quantum model, and

(b) publicly verifying the randomness quality of specific bit strings that must remain secret for
cryptographic use.

Existing DI and SDI QRNGs primarily address (a). The Jacak entanglement QRNG concept
and subsequent EQRNG standards, together with recent photonic implementations, [1-5,10-12]
explicitly target (b): publicly verifiable randomness under secrecy.

Device-independent certification: what is publicly visible?

In a canonical DI QRNG, an experimenter operates two or more nominally independent black-
box devices supplied with random measurement settings; the devices share entangled states
and produce classical outputs. From the observed input—output statistics, in particular a Bell
inequality violation (e.g. CHSH parameter S > 2), one can derive a lower bound on the min-
entropy of one party’s output string conditioned on any quantum side information available to
an adversary. [24-27,37] Similar arguments apply for SDI schemes based on dimension witnesses
or source assumptions. [13,14,30,32]

The key point is that the DI/SDI certification test uses a subset of the raw input—output
data:

e basis choices and corresponding outcomes in “test” rounds are used to estimate Bell param-
eters or other witnesses;

e the remaining rounds are used to form the raw random output to be extracted and consumed.

An external observer can in principle be shown the test data—for example a table of settings
and outcomes from a designated subset of rounds—and can recompute the Bell violation or
witness; this is the usual sense in which experimental demonstrations of DI or SDI QRNGs are
“reproducible”. [24-27,29]

However, when the DI QRNG is used as a secret key source, the raw output string destined
for cryptographic use cannot be fully disclosed to external verifiers without destroying its secrecy.
What can be revealed is limited to:

e summary statistics (Bell parameters, estimated error rates, entropy bounds) computed by
the device owner; and/or

e perhaps a small publicly disclosed sample of output bits, which then cannot be used as secret
key bits.
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In other words, DI certification makes the entropy bound publicly checkable from summary
statistics, but the actual cryptographic bit string remains opaque to third parties. The same
tension exists in device-dependent QRNGs: extensive internal statistical testing is recommended
by NIST SP 800-90B, ITU-T X.1702 and related standards, [16,19,31] but external parties must
either trust the manufacturer’s test reports or sacrifice secrecy by accessing the raw keys being
tested.

Secrecy versus statistical transparency

At the bit-string level there is a simple structural tension:

e To run arbitrarily strong statistical tests (e.g. the full NIST SP 800-22 battery, TestU01,
application-specific tests) on a given string, one must have full access to that string.

e But a bit string intended as a cryptographic secret key cannot be published without losing
its value as a secret.

Standard QRNG architectures resolve this by limiting external visibility: randomness tests are
performed internally by the device or by a trusted laboratory, and external users obtain only
the resulting entropy estimates and pass/fail flags. [7-9]

This leads to an inherently asymmetric situation:

(i) The device owner can, in principle, log and test all raw outputs, but must be trusted not to
misreport results.

(ii) External stakeholders (regulators, auditors, relying parties in critical infrastructures) cannot
themselves subject the actual keys to arbitrarily strong statistical scrutiny without destroying
secrecy; they must rely on summary statistics or manufacturer claims.

Device-independent certification improves the situation at the level of abstract entropy bounds,
but does not by itself remove this asymmetry for cryptographic secret keys.

Jacak-type EQRNGs: structuring entanglement to decouple secrecy from testing

The Jacak entanglement QRNG concept and the associated EITCI reference standards propose
a different resolution of this tension: generate, from each use of the entangled state, several
classical bit strings with rigorously linked statistical properties, so that at least one string can be
published for intensive testing while other strings remain secret but inherit the same randomness
profile by construction. [1-4,10]

In the three-qubit Jacak scheme, measurements on a chain-type entangled state |Uxap) (cf.
Eq. (16)) yield three raw bit strings A, B, C satisfying an XOR relation such as

Ci=A;® B,

for each round ¢ in the ideal case. [2,3] All three strings are individually unbiased and, up to
the modelled noise, statistically indistinguishable. The protocol designates:

e one string (say B) as the secret output;

e one string (say C) as the public verification string, to be disclosed in full to one or more
Verification Centres (VCs);

e one string (A) as an internal control string, never disclosed.
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Because of the entanglement structure and symmetry of the construction, any statistical test
applied to C—no matter how complex—constrains the joint distribution of (A, B, C) and hence
the distribution of B. [2,4] In effect, the protocol provides a publicly testable surrogate for the
secret key: C is open to arbitrary testing; successful tests on C' then imply the desired entropy
bounds on B, without revealing any of its bits.

Recent photonic implementations by Islam et al. and Kolangatt et al. realise this idea on
multi-qubit photonic platforms: they generate multi-string outputs with parity constraints,
designate some strings as public test strings and others as private outputs, and demonstrate
that published strings pass standard QRNG test batteries while the corresponding secret strings
remain inaccessible. [11,12] These experiments provide concrete evidence that the Jacak-type
entanglement structure can decouple secrecy from testability at the bit-string level.

Why generic certified QRNGs cannot trivially emulate public verifiability under
secrecy

Conceptually, one might ask whether a generic certified QRNG (e.g. a DI QRNG based on a
Bell test) could simply “publish some function” f(K) of a secret key K to allow public testing
without revealing K. In general, there is a trade-off:

e If f(K) preserves enough structure of K to allow strong statistical tests (e.g. f is a large
subset of the bits or a low-entropy invertible mapping), then f(K) also leaks substantial
information about K and undermines secrecy.

o If f(K) is chosen to be information-theoretically hiding (e.g. a cryptographic hash with a
secret salt), then f(K) does not permit meaningful statistical tests on the underlying bit
pattern of K.

Without additional structure, there is no generic way to make a single secret string simultane-
ously fully available for testing and fully secret.

The Jacak EQRNG approach uses multipartite entanglement to engineer additional degrees
of freedom: instead of a single string K, the protocol generates a tuple of strings (A, B,C,...)
with provably linked statistics. [2,3,5,10] Public testing can then be performed on one component
(or a subset of components) while another component is kept secret. The security argument
relies not on a clever choice of f, but on the entangled-state structure and parity constraints
that enforce statistical equivalence among the strings.

From this perspective, existing DI and SDI QRNGs offer powerful source certification: they
show that a given device, observed in a laboratory, must produce high-entropy bits under mild
assumptions. But, in their usual form, they do not offer bit-string-level public verifiability under
secrecy: there is no native mechanism that would allow an external VC to test application-level
random strings in full without revealing them.

We do not claim a formal impossibility theorem: in principle, other protocols or architectures
might be devised that achieve the same combination of properties as the Jacak EQRNG, it is
likely however that these protocols would be reducible to the same type of protocol and would
also need to be based on quantum entanglement. To the best of current knowledge, Jacak-
type multipartite entanglement constructions and their photonic realisations are the first to
systematically address and demonstrate the public-verification-under-secrecy property at the
bit-string level. [1-4,10-12]

This suggests several future-work directions:

e extending public-verification EQRNG designs to higher-dimensional and many-body entan-
gled states;

e integrating DI or SDI entropy certification with Jacak-type multi-string architectures to
combine device-independent guarantees with publicly verifiable secrecy at the bit-string level;
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e formalising “public verifiability under secrecy” as a distinct cryptographic primitive and
exploring its relations to other primitives such as verifiable random functions and randomness
beacons.

These directions complement the more conventional refinement of DI/SDI security models and
entropy analyses discussed in the following subsections.

15.2 Refinement of entropy and security models

e Existing entropy analyses for Jacak-type PV-EQRNGs and related multi-qubit schemes
[2,6,10-12] assume particular noise and independence models. Future work SHOULD
refine these models, including:

— explicit Markovian or non-Markovian descriptions of temporal correlations, following
techniques such as those in [13];

— tighter finite-size bounds on min-entropy using advanced tools from smooth entropy
theory [36];

— security analyses incorporating realistic side channels and cross-couplings in inte-
grated photonic or solid-state platforms.

e Device-independent and semi-device-independent approaches [24-27,29,32] SHOULD be
further integrated with the EQRNG framework, including formal mappings from observed
Bell parameters or dimension witnesses to entropy bounds for multi-qubit parity structures.

15.3 Continuous-variable and hybrid EQRNGs

e While this standard focuses on discrete-variable (qubit/qudit) entanglement, continuous-
variable (CV) entanglement in squeezed and cluster states offers alternative platforms for
high-rate EQRNGs. Future work MAY extend the concepts here to CV entanglement,
leveraging the substantial literature on CV QRNGs and entanglement certification.

e Hybrid schemes combining CV and discrete-variable entanglement MLAY provide advan-
tageous trade-offs between rate, security and implementation complexity, and SHOULD
be analysed once prototypes become available.

15.4 Scalability and network integration

e As multi-qubit entanglement generation scales up (e.g. using integrated photonics, trapped
ions or neutral atoms), EQRNG protocols with larger n become feasible. Future work
SHOULD explore:

— scalable constructions of parity-entangled states for large n that preserve the public-
verification and secrecy properties;
— routing and distribution of entangled modes over quantum networks and repeaters;
— integration of EQRNG services with emerging quantum internet architectures.
e Interactions between EQRNGs and QKD or other quantum communication systems SHOULD

be investigated in more detail to ensure that joint deployments do not compromise security
and that potential synergies (e.g. shared entanglement resources) are properly utilised.
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15.5 Standardisation and certification frameworks

e This document provides a technical reference standard for EQRNG protocols and imple-
mentations. Future work MLAY include:

— developing profile-specific conformance test suites and protection profiles analogous
to those in Common Criteria or FIPS 140-3;

— aligning EQRNG-specific standards with broader cryptographic module standards
(ISO/IEC 19790, FIPS 140-3, ETSI QKD series) and with national QRNG require-
ments [19, 33];

— defining reference implementations and test vectors for interoperability testing.

e Coordination with international standardisation bodies (e.g. ITU-T, ETSI, ISO/IEC,
NIST) SHOULD be pursued to ensure consistent treatment of entanglement-based QRNGs
across standards and regulatory frameworks.

15.6 Topological and geometric perspectives

The illustrative topological models of entanglement discussed in Clauses 6 and 8, building on
(2, 10, 38, 39], suggest deeper connections between the topology of multi-qubit rotations and
entanglement classes.

e Future theoretical work MAY explore how braid-group and knot invariants, topological
entanglement entropy [40,41] and geometric structures on state manifolds can be system-
atically used to classify and design EQRNG states with desirable correlation properties.

e If such approaches lead to practically relevant constructions (e.g. topologically protected
entanglement patterns with robustness to local noise), subsequent revisions of this standard
SHALL consider incorporating them as new protocol families.

15.7 Scaling of PV-EQRNG and effective reduction of testing complexity
15.7.1 Classical randomness testing as exponential pattern search

In the EITCI theoretical reference standard for EQRNG it is emphasised that classical ran-
domness testing of a bit sequence can be formalised as a pattern-finding procedure. [3-5] Let
x € {0,1}* be a finite binary string of length L. For each binary word w € {0,1}* of length
k < L one may define a pattern-frequency test that computes the empirical frequency f,,(z) with
which w occurs as a contiguous substring of  and compares f,,(z) to the ideal Bernoulli(1/2)
expectation. Deviation beyond a prescribed tolerance is interpreted as evidence against ideal
randomness.

The space of binary patterns of length k has cardinality 2¥, and the total number of distinct
patterns of length at most K is

K
Npat(E) = Y 28 = 2+ g, (54)
k=1

which grows exponentially in K. Any attempt to implement an “exhaustive” pattern-frequency
randomness test up to range K therefore faces an exponential blow-up in the number of test
conditions. Even if each individual test can be implemented in (say) O(L) time, a hypotheti-
cal complete test family would require time at least O(L 2K ), which becomes infeasible as K
approaches L.

In practice, real-world test batteries—such as the NIST suite SP 800-22, DIEHARD and
TestUO1—select a small, finite subset of all possible tests, each of which runs in time polynomial
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in L but jointly probe only a vanishingly small fraction of the space of potential deviations from
ideal randomness. [17,28] The EITCI reference standard explicitly notes that because the family
of conceivable tests is infinite, no finite set of classical tests can prove algorithmic or Martin-
Lof randomness of a given finite sequence. [3-5] In this sense the underlying problem of “fully
testing” randomness has an intrinsically exponential and ultimately unachievable character when
approached purely classically via pattern search.

15.7.2 PV-EQRNG output structure and statistical conjugacy

Parity-based PV-EQRNG architectures exploit multipartite entanglement to change the struc-
ture of the certification problem. [2,10] In a simplified but representative model, each use of an n-
qubit entangled state produces an n-component classical outcome vector (Ay,...,Ay) € {0,1}"
upon measurement in a specified basis. If the source is used for T successive shots under identical
control conditions, this yields n classical bit strings

SO — (AP APy efo, 3, j=1,...,n, (55)

where Al(tj ) denotes the outcome on subsystem 7 in shot ¢.

In a correctly implemented parity-entangled PV-EQRNG, Clause 7, the n-qubit resource
state p, and the measurement pattern are designed to satisfy three key properties (up to bounded
noise):

1. Symmetry. The joint distribution of (A4,..., A,) is invariant under permutations of the
n subsystems. Formally, if 7 is any permutation of {1,...,n} then
P(Al = aly-... 7An = CLn> = P(Aﬂ.(l) = Q... 7A7r(n) = an). (56)

2. Locally unbiased marginals. Each single-qubit marginal is ideally Bernoulli(1/2):

p(Aj:()):P(Ajzl):l for all j. (57)

3. Nonclassical parity correlations. Certain multi-qubit parity combinations satisfy fixed
relations (e.g. XOR constraints), and appropriate combinations of measurement settings
give rise to violations of Bell inequalities. The joint statistics of (Ai,...,A,) therefore
cannot be reproduced by any local hidden variable model. [2,10]

Under these conditions, and assuming independence (or at least appropriate mixing) across
successive shots ¢, the n output sequences S, ..., S are statistically conjugate: in the ideal
model they are identically distributed, and any systematic deviation from ideal randomness
present in one sequence must be present in all, up to statistical fluctuations.

The PV-EQRNG protocol designates:

e at least one sequence as a public certification string P (obtained, for example, by fixing
j =1 across all shots),

e at least one sequence as an auziliary secret to be used internally for additional cross-checks,
and

e at most n — 2 sequences as secret cryptographic outputs.

The crucial structural property is that all these sequences arise from the same entangled
state and measurement pattern and hence share the same underlying distribution. Classical
randomness tests and quantum correlation tests applied to P and to a subset of runs are therefore
informative not only about P but about all sequences generated by the device under the same
control conditions.
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15.7.3 Entanglement-enabled collapse of testing overhead: an operational theorem

The entanglement-enabled coupling between public and secret sequences allows one to trade
quantum entanglement complexity against classical testing complexity. The following informal
theorem makes this trade-off precise at the level of scaling.

Theorem (operational entanglement—testing trade-off). Consider a PV-EQRNG archi-
tecture that, on each of T' shots, produces n outcome bits (A, ..., Ay) by measuring a symmetric
n-qubit entangled state according to the protocol, and let SV, ..., 8" ¢ {0, 1}T be the corre-
sponding output sequences. Let T be a fized finite test battery consisting of

1. classical randomness tests applied to a designated public sequence P := S of length T,
and

2. quantum-correlation tests (parity checks, Bell tests) applied to a subset of shots, using all
n outcomes per shot.

Suppose that for given significance parameters («, 3) the outcome of T restricts the underlying
device model to a family of quantum channels whose single-qubit output distribution on each
subsystem is (T, a, B)-close (e.g. in total-variation distance) to ideal Bernoulli(1/2). Then:

e this bound ¢ is independent of n;

e any post-processing of the remaining n — 1 sequences (e.g. concatenation into a length-
Nsec = (n—1)T secret string) yields secret outputs whose marginal statistics are e-close to
ideal, up to the same significance parameters («, 5);

e the classical computational cost C(T) of running the test battery T depends only on T and
on the structure of the tests, but not on n.

In particular, for fived T and fized test battery, the classical testing cost per certified secret bit

scales as o o
Naec - (n—1)T n-oo 0- (58)

In other words, within the promise class of outputs generated by a correct PV-EQRNG
implementation, the total classical effort required to certify a given quality of randomness can
be made essentially independent of the total number of secret bits produced. The resource that
controls the scaling is the degree of multipartite entanglement n, not the total output length.

This scaling manifests sharply in the following thought experiment, which abstracts the
intuition expressed in the EITCI reference standard and in parity-based PV-EQRNG proposals.
[2-5,10]

e Fix a block length 7" (for example 7' ~ 10? bits), and imagine that we apply an extremely
heavy pattern test to P that is, in principle, exhaustive over all patterns up to range 7.
The conceptual cost of such a test scales like O(T 2T) because of the 27 possible patterns
of length T

e Suppose that this test, together with parity/Bell checks, yields a bound € on the deviation
of the device from the ideal PV-EQRNG model on each subsystem.

e Now let the entanglement degree n be extremely large (in principle n ~ 10'%°). The same
heavy test, run once on the length-T" public string, applies (under the model assumptions)
to the roughly n—1 ~ 10'% other length-T" sequences produced in the same shot ensemble.

e By concatenating these (n—1) sequences we obtain a total secret string of length (n—1)T,
which can be astronomically large, yet its statistical quality is certified by a fized classical
testing effort applied to P.
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From the perspective of a purely classical randomness tester faced with the task of exhaus-
tively checking a single binary string of length N = (n — 1)T for all patterns up to length N,
the computational cost would be on the order of O(N 2N ) and therefore hopelessly intractable.
The PV-EQRNG architecture, by leveraging multipartite entanglement and the symmetry of
the quantum state, allows one to circumuvent this exponential wall for this special family of
sources: one instead performs an exponential-in-7' analysis on a fixed-size probe string, then
uses entanglement-induced statistical conjugacy to extend the certification to an arbitrarily
large ensemble of secret bits.

In this precise operational sense, PV-EQRNG exhibits an “effective collapse” of the expo-
nential blow-up of exhaustive pattern-based randomness testing with the total sequence length,
traded for the physical resource of high-degree entanglement.

15.7.4 Quantitative parametrisation in statistical distance and security parameters

For many cryptographic and randomness-standard applications it is useful to instantiate the
preceding theorem with explicit distance measures and security parameters, so that the guaran-
tees obtained from PV-EQRNG certification can be plugged directly into composable security
analyses. We briefly outline such a parametrisation here.

Let X7 = {0, 1}* denote the space of binary strings of length L, and let Uz, be the uniform
distribution on X7. For two probability distributions P, Q) on X; we write

drv(P,Q) = § Y |P(x) - Q(x)] (59)

LL’EXL

for their total-variation (statistical) distance. Operationally, drv (P, Q) is the maximum distin-
guishing advantage of any statistical test trying to decide whether a sample was drawn from P
or from Q.

In the PV-EQRNG setting, fix a block length 7" and consider the length-T' outputs S\
{0,1}T on each subsystem j = 1,...,n, as in the previous subsubsection. Let Péi‘), denote the
actual distribution of S produced by the physical device on subsystem 7, after all classical post-
processing specified by the protocol, and let Uz denote the ideal i.i.d. Bernoulli(1/2) distribution
on {0,1}7. A natural target guarantee for randomness certification is then

dTV( (ge\)n UT) < €rand, for all j € {1’ U ’n}’ (60)

for some prescribed randomness deviation parameter €pang > 0. In many cryptographic frame-
works a bound of the form (60) for all outputs implies that the device’s outputs are eyang-
indistinguishable from ideal uniform bits in any higher-level protocol that uses them as random
coins.

The test battery 7 described in the operational theorem implements a hypothesis test on
the behaviour of the device. For concreteness, suppose 7 produces a binary decision Acc €
{ACCEPT, REJECT} based on: (i) classical randomness tests on the public sequence P = S()
and (ii) quantum-correlation tests on a subset of shots. We can characterise 7 by two standard
statistical parameters:

e a completeness error (significance level) a, such that under the ideal PV-EQRNG model
Pr[Acc = REJECT | ideal] < «;

e a soundness error [3(€rand), such that for any device whose single-subsystem output dis-
tribution deviates from uniform by more than ,,,4 on at least one subsystem,

Pr[Acc = ACCEPT | 3j : dyvy(P, CEE)V,UT) > €rand] < B(Erand)- (61)
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In words, o bounds the probability that an honest, ideal device is incorrectly rejected, while
B(€rand) bounds the probability that a device whose outputs are “too far” from ideal passes the
tests nevertheless.

Conditioned on the event that the test battery accepts the public data, a simple Bayesian
argument then yields an a posteriori guarantee of the form

Pr [Hj: dTV(PéQ,UT) > Erand ‘ Acc = ACCEPT| < Egec, (62)
where 4 18 an overall security parameter depending on (o, 5(granq)) in a protocol-specific way
(for example, one may take csec < B(€rand)/(1 — ) under a worst-case prior). If the standard
uses a single global parameter it to bound the distinguishing advantage between the real
PV-EQRNG outputs and an idealised source, one can set e¢o; to dominate both e;4nq and egec:

Etot > Erand +5seCu (63)

so that any distinguisher’s advantage against the full PV-EQRNG realisation is bounded by etot.

Within this parametrisation, the entanglement—testing trade-off theorem can be read as
a statement about the scaling of sample complexity: to achieve a given triple of parameters
(€rands Esec, @), one needs a minimum number T = T'(€pand, Esec, @) Of observed shots, determined
by standard concentration bounds and the design of 7, but this T is independent of n. Once T'
is fixed, the classical computational cost C'(7") of evaluating T scales with 7" and the complexity
of individual tests, but not with the number of subsystems. At the same time, the number of
certified secret bits scales as Ngoe = (n — 1) T, so that the security parameter eio, remains fixed
while the certified output length can, in principle, grow without bound.

If one prefers to work in an entropy-based parametrisation, the total-variation bound (60)
can be translated into a lower bound on the (min-)entropy of each secret block. For example, if

dTV( P(j )

o> UT) < €rand then the (conditional) min-entropy satisfies a bound of the form

Hoo (S(j)) > T- A(‘C:rand)a (64)

for an explicitly computable penalty term A(epang) depending on the chosen convention for
smooth min-entropy. This provides a direct bridge between PV-EQRNG certification and
entropy-based security definitions in quantum cryptography.

In all cases, the key qualitative feature persists: for fixed target values of the statistical
distance and security parameters, the required certification length 7" and the classical cost C(T)
are independent of the entanglement degree n, while the number of certified secret bits grows
linearly in n. Multipartite entanglement thus appears explicitly as a physical resource that can
be spent to reduce the classical statistical complexity per certified bit, without weakening the
quantitative security guarantees expressed in the standard’s own parameters.

15.7.5 Complexity-theoretic framing: a physical-model-dependent collapse

The above phenomenon should not be misunderstood as a literal complexity-class collapse such
as EXP = P. In classical complexity theory such equalities are defined in terms of worst-case
running time of Turing machines over arbitrary inputs. By contrast, the PV-EQRNG scaling
effect is:

e restricted to the promise class of outputs generated by a device that implements the
specified parity-entangled quantum state and measurement pattern, and

e inherently physical-model-dependent: it uses the laws of quantum mechanics, and the
symmetry and nonlocality of the entangled state, as an oracle supplying strong structural
information about the distribution of outputs.
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Formally, one can view the PV-EQRNG certification problem as a property-testing problem
over a restricted family of stochastic processes: the property is “the device is within distance
¢ of the ideal PV-EQRNG model”, and the tester is the finite battery T applied to the public
string and to a subset of runs. [52] The key point is that the sample complezity of this property
test—the total number of shots T that must be observed—depends on the desired accuracy
and confidence parameters (g, a, 3), but not on the eventual number of secret bits extracted.
Entanglement ensures that once the property holds for the device as a whole, it automatically
applies to all subsystems, and hence to all secret outputs.

Thus, within this physically specified model, the family of randomness certification tasks
indexed by the total secret output length Ny exhibits the following scaling behaviour:

Classical certification cost = C(T) = C(T(e, o, B)), (65)

which is independent of Nge.. If one were to insist, in a purely classical setting with no entan-
glement structure, on separately running a complete pattern test on each length-T block that
makes up a length-Nge. string, the cost would grow linearly (or worse) in Ng. and, under an
“exhaustive patterns” definition, exponentially in 7.

The PV-EQRNG architecture therefore realises a physical-model-dependent collapse of the
classical testing overhead per secret bit: by increasing the entanglement degree n one can, in
principle, certify arbitrarily large total outputs with a fixed, finite amount of classical testing,
without changing the statistical strength of the certification. This is a qualitative, complexity-
theoretic effect, but it is explicitly conditioned on the correctness of the underlying physical
model of the generator.

15.7.6 Entanglement as a computational resource

The above trade-off between multipartite entanglement and classical testing complexity is con-
ceptually aligned with the broader insight that entanglement is a key resource underlying quan-
tum computational speed-ups. [20,21] Jozsa and Linden showed that if an n-qubit quantum
computation, on pure states, generates only bounded-size entanglement blocks (independent of
n), then the computation can be efficiently simulated classically. [20] Vidal demonstrated that
quantum circuits whose entanglement entropy remains logarithmically bounded can likewise be
simulated with polynomial classical resources via tensor-network methods. [21] These results
indicate that sufficiently large-scale entanglement is necessary for genuine exponential quantum
advantages, although not sufficient by itself.

Shor’s factoring and discrete-logarithm algorithm provides a canonical example. [22] The
central quantum subroutine is the Quantum Fourier Transform (QFT) on an n-qubit register,
which maps computational basis states to highly delocalised superpositions, creating strong
entanglement between the control register and the register on which modular exponentiation
is performed. The QFT and the preceding oracle call jointly encode an exponential amount
of classical information about the periodic structure of the function x — a® mod N into the
amplitudes of a polynomial-size quantum state. A small number of measurements, followed
by efficient classical post-processing, suffice to extract the hidden period and thus factor N
in polynomial time. In this sense, the QFT uses multipartite entanglement to compress an
otherwise exponential classical search over function values into a physically accessible global
interference pattern. [34]

The PV-EQRNG scaling phenomenon is structurally analogous:

e In Shor’s algorithm, entanglement and interference allow one to access a global property of

a function (its period) with classical resources that scale only polynomially in the input size,
despite the fact that naively computing the function on all inputs would be exponential.
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e In PV-EQRNG, multipartite entanglement allows one to access a global property of a
randomness source (its closeness to an ideal entangled quantum model) with classical
testing resources that are essentially independent of the total number of bits produced,
despite the fact that exhaustive pattern-based testing of a single very long output would
be exponentially hard.

In both cases the “exponential work” that would confront a classical procedure is effectively
offloaded into the structure of a highly entangled quantum state: the combinatorial explosion
of possibilities is represented in parallel by the amplitudes and correlations of the state, and
measurement of a small number of subsystems, together with carefully designed post-processing,
suffices to recover the relevant global property.

The PV-EQRNG protocol therefore provides a concrete, operational instance of a more gen-
eral heuristic: the degree of multipartite entanglement, n, functions as a computational resource
that can be traded against classical complexity in specific tasks. Here the task is not solving
a traditional decision or search problem, but certifying the quality of randomness in a setting
where exhaustive classical testing would be exponentially hard.

15.7.7 Limitations and scope

Two limitations of this entanglement-enabled scaling must be emphasised.

First, the intrinsic incompleteness of classical randomness testing remains: no finite test bat-
tery can certify algorithmic randomness of a specific finite sequence, and the exponential growth
in the space of possible patterns is not eliminated. [3—-5] What changes is that PV-EQRNG
shifts the focus from testing individual long strings to testing the underlying quantum process
that generates many statistically conjugate strings. Once the process has been constrained by
tests on a representative public sequence and by Bell/parity tests, the same guarantees extend
to arbitrarily many secret outputs.

Second, the length T" of the public certification string cannot be reduced arbitrarily without
weakening the statistical guarantees. Standard concentration bounds imply that, to bound the
bias of a binary source within +¢ at significance level «, a minimum number of observed bits
T = T(e,«) is required; this sample-complexity lower bound is independent of n. Likewise,
estimating higher-order correlations to a given precision requires a minimum number of shots.
PV-EQRNG does not change these basic statistical facts; it allows the collected evidence to be
reused across many entangled subsystems.

Finally, practical implementations are constrained by experimental considerations. Prepa-
ration, control and measurement of large multipartite entangled states are technologically chal-
lenging, and noise, loss and decoherence typically increase with system size. Beyond a platform-
dependent scale, increasing the entanglement degree n may degrade Bell violations, increase error
rates and reduce the net security /throughput trade-off. These practical limitations do not alter
the conceptual scaling argument, but they bound the range of n for which the entanglement—
testing trade-off can be effectively exploited in real devices.

Within these limits, the qualitative conclusion is robust: PV-EQRNG architectures use
multipartite entanglement not only to certify that randomness is of provably quantum origin
(via Bell nonlocality), but also to reduce, in an operational sense, the classical testing complexity
required to certify large random outputs. Entanglement degree m acts as a physical resource
that can be spent to collapse the dependence of classical testing cost on total output length for
this physically specified family of randomness sources.

15.8 Closing remarks

Entanglement-based QRNGs with public randomness verification, as pioneered in [1,2,10] and
recently implemented in photonic platforms [11,12], provide a fundamentally new capability:
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the ability to generate secret random strings whose quality can be certified in a transparent and
publicly auditable manner, without compromising secrecy.

This standard has introduced and analysed a parity-based, protocol-verified entangled quan-
tum random number generator (PV-EQRNG) architecture in which multipartite entanglement
is used not only to guarantee the quantum origin of randomness, but also to change the structure
of the classical certification problem. In the theoretical reference standard for entangled QRNG
it is emphasised that classical randomness testing can be understood as a pattern-search prob-
lem: each test probes the frequency or correlation of a particular binary pattern, and the family
of potential tests is infinite, with the number of patterns of length k growing as 2*. [3-5] An
exhaustive pattern-frequency analysis of a single long sequence would therefore entail resources
that grow exponentially with the pattern size or correlation range; in practice, only a finite and
necessarily incomplete battery (e.g. NIST SP 800-22) is ever applied. [17]

In Clause 15.7 we showed that, for the restricted but physically well-motivated family of
sources realisable by PV-EQRNG, multipartite entanglement enables a qualitatively different
scaling. Each use of an n-qubit entangled state yields n classical bit sequences S @, ...,8m
whose single-qubit marginals are (ideally) identical and unbiased, and whose multi-qubit corre-
lations satisfy strict parity/XOR constraints and Bell-type relations. [2,10] Under the protocol,
at least one sequence is published as a certification string P, while up to n — 2 sequences are
kept secret as cryptographic outputs. In the ideal model all sequences S () are statistically con-
jugate: they are generated by the same symmetric entangled state and measurement pattern
and hence share the same distribution. Any systematic departure from ideal randomness in the
secret outputs must also manifest in P, up to statistical fluctuations.

This symmetry allows entanglement to be traded against classical testing effort. A fixed-
length public string P of length T', together with a finite battery T of classical randomness tests
and quantum-correlation checks, constrains the underlying generator to be ¢(T, «)-close to an
ideal model on every subsystem, for a chosen significance level a. Crucially, this constraint is
independent of how many other sequences SU) are kept secret or how they are post-processed. In
an idealised limit where arbitrarily large n-qubit entangled states can be prepared and measured
with bounded error, the same finite testing effort applied to a single representative sequence P
suffices to certify the randomness quality of an arbitrarily large total number of secret bits,
obtained by concatenating the remaining n — 1 sequences. If the public certification length T'
and test family 7 are held fixed while n grows, the effective classical testing cost per certified

secret bit scales as
cost(7T,T)

(n—2)T

even though an exhaustive pattern search on a generic sequence of the same total length would
be infeasible due to the exponential proliferation of patterns. In this operational sense, PV-
EQRNG realises a physically promise-dependent reduction of the exponential testing burden:
for this particular entangled source family, the classical work needed to confront exponential
pattern complexity is bounded by a constant that depends on the block length T but not on the
total output length.

This should not be interpreted as an unconditional collapse of classical complexity classes
in the Turing-machine sense. The abstract problem of deciding whether an arbitrary finite bit
string is “truly random” remains mathematically ill-posed in algorithmic randomness theory, and
the exponential growth of potential statistical tests with pattern size is not eliminated. [3-5]
What PV-EQRNG changes is the structure of the certification problem: instead of exhaustively
testing each long output string in isolation, one tests a single representative string together with
a small set of entanglement-induced constraints. The exponential richness of possible patterns is
offloaded, in a precise way, into the entangled quantum hardware and probed indirectly through
a bounded amount of classical and quantum statistical evidence. The total amount of evidence
required to bound deviations from ideal behaviour at a given significance level is still governed

— 0 asn — oo,
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by standard statistics and sets a minimum scale for the certification length 7', but this scale is
independent of n, while the number of certified secret bits grows linearly in n.

From a broader viewpoint this provides an explicit and conceptually simple instance of the
general principle, articulated by Jozsa and Linden, that sufficiently large-scale entanglement
is a necessary physical resource for genuine quantum computational speed-up. [20] In Shor’s
algorithm for factoring and discrete logarithms, highly non-local entangled states created by the
quantum Fourier transform encode an exponential number of classical possibilities in parallel,
allowing a global property (the period of a function) to be extracted with only polynomial
classical post-processing. [22] In PV-EQRNG, multipartite entanglement plays an analogous role
for statistical certification: a large ensemble of classically intractable pattern relations among
many output strings is enforced “in hardware” by the entangled source, so that testing a single
string and a small set of correlators carries implications for an arbitrarily large secret output.
In this sense PV-EQRNG can be viewed as a constructive, operational realisation of the Jozsa—
Linden view of entanglement as the key resource enabling qualitative reductions in classical
complexity, here instantiated not in a conventional decision problem but in the certification of
non-deterministic binary sequences.

This perspective also meshes naturally with the device-independent approach to randomness
certification, in which Bell inequality violations are used to bound the entropy of outcomes
independently of detailed device modelling. [24,53] Parity-based PV-EQRNG can be extended
towards such device-independent or semi-device-independent regimes by strengthening the Bell-
type tests applied to the public data and by making the security analysis more adversarial. The
key qualitative feature remains: entanglement couples many outputs so that a bounded set of
public statistical tests constrains an unbounded amount of secret randomness.

The analysis presented here suggests several directions for further research. On the the-
oretical side, one may formalise the PV-EQRNG scaling as a family of entanglement-assisted
statistical complexity results: within clearly specified physical promise classes, quantify how the
multipartite entanglement degree n trades off against the classical effort needed to certify a tar-
get entropy rate or deviation bound. This would connect the present work to resource theories
of entanglement and to the burgeoning literature on classical simulation of low-entanglement
quantum processes. A complementary path is to explore impossibility results: for example, to
show that if the source is restricted to product states or to entanglement confined to O(1)-sized
blocks, then no protocol can achieve a similar asymptotic decoupling between certification ef-
fort and total output length, thus making the role of high-degree entanglement in statistical
complexity reduction mathematically sharp.

On the more applied side, PV-EQRNG architectures provide a concrete platform in which
these ideas can be tested and refined experimentally. Scaling up the entanglement degree n
while controlling noise and decoherence, integrating stronger Bell-type tests, and combining
PV-EQRNG with established device-independent randomness expansion techniques are natural
next steps. Beyond cryptographic randomness generation, the same conjugation mechanism
that relates many outputs via a common entangled source could, in principle, be adapted to
other statistical inference tasks in which exhaustive pattern testing is classically prohibitive.
In all such developments, the guiding theme is that multipartite entanglement can serve as a
quantitative resource for reducing classical statistical complexity: PV-EQRNG offers a minimal,
operationally transparent example of this principle in the domain of randomness testing.

This Technical Reference Standard consolidates definitions, theoretical foundations, protocol
families, security models and use cases for such entanglement-based QRNGs. It is intended as a
foundation for subsequent profile-specific standards, certification schemes and implementation
guides. Stakeholders deploying or developing EQRNG technology SHALL regard this document
as a living reference, to be updated as theory and practice of quantum randomness continue to
evolve.
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